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OITPEAEJEHUA

B HacrosmmemM JAOKYMEHTE WCIIOJNB3YIOTCS CJACAYIONUE TEPMHHBI W HUX
OTIpe/ICTICHHUSL.

ABTOMATH3MPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSINAs W3 MEepCOHaIa |
KOMIIJIEKCa CPEACTB aBTOMAaTHU3allMU €ro JNEATEIBHOCTH, peanusyromias nHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUS YCTAaHOBJICHHBIX () YHKITHHA.

AyTeHTH(UKAIHUSI OTIPABUTEJISI JAHHBIX — TIOJTBEPKICHUE TOTO, YTO OT-
IIPABUTEIb IMOTYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHOCTh MEPCOHAJBHBIX JAHHBIX — COCTOSHHE 3allUIIICHHOCTH
NEPCOHANBHBIX  JIAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJB30BATENCH,
TEXHUYECKUX  CPEACTB W  MHPOPMAIMOHHBIX  TEXHOJOTHH  00ECTeUnTh
KOH(UEHIIUATBHOCTD, IEIOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX AAHHBIX MPHU
ux 00paboTke B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX.

Bbuomerpuyeckne nmnepcoHaNbHbIE [JdaHHbIE — CBEJEHHUSA, KOTOpbIE
XapaKTepu3yrT (PU3HOIOTHYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTBH €T0 JHMYHOCTh, BKJIIOYas (ororpaduu, OoTreyaTKd MaIbIICB,
o0pa3 ceTyaTKM TJa3a, OCOOCHHOCTH CTPOCHHUS Tela W JPYryl IOA00HYIO
uH)OpMaIHIO.

biaokupoBaHne mNepPCcOHANBHBIX JAHHBIX — BpPEMEHHOE TMpEKpaIieHue
00pabOTKH MEePCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
He0o0XoIUMa 71l YTOYHEHHS TIEPCOHATBHBIX JaHHBIX).

Bupyc (KOMIbTEpPHBI, IPOrPaAMMHBIH) — UCIIOJHIEMBIA ITPOTPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBbI HA0Op MHCTPYKIUH, OOJaTar0NIiii CBONCTBAMHU He-
CaHKIIMOHUPOBAHHOTO PACIPOCTpaHEHUsI W camoBocrpousBeacHus. Co3laHHbIC
TyOIMKaThl KOMITBIOTEPHOTO BHpPYCa HE BCETIa COBMAJAIOT C OPUTHHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JTATbHEHIIIEMY PacpOCTPAHCHHUIO U CaMOBOCIIPOU3BEIC-

HHIO.



Bpenonocnasi nporpamMmma — nporpaMmma, peHa3HaueHHas I OCYIIECTB-
JICHUS HECAHKIMOHUPOBAHHOTO JIOCTYIAa W (WJIM) BO3JCHCTBHS HA MEPCOHATLHBIC
JaHHBIC WU PEeCypChl HHPOPMAITMOHHOW CUCTEMBI IIEPCOHAIBHBIX JaHHBIX.

BcnomorartesibHble TeXHHYECKHE CPeCTBA M CHCTEMbI — TEXHHYCCKHE
CpeICTBA M CUCTEMBI, HE NPeIHA3HAYCHHBIC ISl Iepenadu, 0OpaboTKU M XpaHEHUS
NEPCOHATBHBIX JaHHBIX, YCTAHABIUBAEMBIC COBMECTHO C TEXHHUYECKUMHU CPEJICT-
BaM{ M CHUCTEMaMHU, MpeJIHA3HAYCHHBIMH JJII 00paObOTKH MEPCOHATBHBIX JaHHBIX
WIM B TIOMCIICHUSAX, B KOTOPBIX YCTaHOBJICHbI WH(OPMAIIMOHHBIC CHCTEMBI TIEPCO-
HaJIbHBIX JIAHHBIX.

JocTtyn B oOnepanuMoHHYK cpeay KommbioTepa (MHGOPMANMOHHOH
CHCTEMBbI TEPCOHAJBHBIX JaHHBIX) — TIOJTyYeHHEC BO3MOXKHOCTH 3aIllycka Ha
BBIITOJTHCHUE INTATHBIX KOMaHJ, (YHKIMHA, TMPOLEAYyp OIEPAIOHHOW CHUCTEMBI
(YHUUTOKEHHS, KOIMPOBAHUS, TMEpEMEIeHUsT W T.OL.), HCIOJNHSIEMbIX (aiiioB
NPUKIIAIHBIX IIPOTPAMM.

Joctyn k mHpopManum — BO3MOXKHOCTb MONy4YeHHs MHGOPMAIMUA U €€ HC-
MOJIb30BAHMS.

3aK/1a/104HOe YCTPOMHCTBO — JIEMEHT CPEJICTBA CheMa HH(OpMAaIUK, CKPBITHO
BHEZIPSIEMbI  (3aKJIa[IbIBAEMbIA WM BHOCHUMBIA) B MeECTa BO3MOXKHOTO ChEeMa
uHpopMaluK (B TOM YHUCJIE€ B OrpakAeHHe, KOHCTPYKIIUIO, 000pYIOBaHUE, MPEIMETHI
MHTEphEPa, TPAHCIIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA M CHUCTEMBI
00paboTku uHPOpPMAIUN).

3amumaemas uHdopmanus — uHGOpPMAIHS, SBISIOMIAACS MIPEAMETOM COO-
CTBEHHOCTH W TIOJJIC)KAIasl 3alliTe B COOTBETCTBUHM C TPEOOBAHHUSMH IIPABOBBIX
JIOKYMEHTOB WJTH TPEOOBaHMSMH, YCTAaHABIMBAEMBIMI COOCTBEHHIKOM MH()OPMAITHH.

NnenTnduxkanus — npricBoeHHE CyObEKTaM MW OOBEKTAM JIOCTYNA WICHTH-
¢ukatopa W (WIM) CpaBHEHHE TPETBSBISIEMOr0 WIACHTH(UKATOpa C TepeuHeM

MIPUCBOCHHBIX UIAECHTU(DUKATOPOB.



NudopMaTUBHBIA CHTHAJ — JJIEKTPUUYECKUE CHUTHANBI, aKyCTHUECKHUE, JJIEK-
TPOMarHuTHbIC W ApYrve (PU3WYECKHe MO, MO TapamMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KOH(pUACHIMaTbHAS HH(pOopMalMs (TIEpCOHATTLHBIE JaHHBIE) 00pabaThiBacMast
B MH()OPMAILIMOHHOM CUCTEME MIEPCOHATBHBIX IAHHBIX.

NudopmanuonHbie TEXHOJOTHH — IPOIECCHI, METOJIbI TIOMCKA, cOOpa, Xpa-
HEeHUs, OOpaOOTKH, TIPEIOCTABICHUS, PACIpPOCTpaHeHUs] WH(OpPMAMKU U  CHOCOOBI
OCYIIECTBJICHHS TAKUX MPOLECCOB U METOJIOB.

NudopmannonHas cucrema mnepcoHaabHbiXx aaHHbIx (MCIIAn) -
COBOKYITHOCTb COJIepXKaIuXxcsi B 0a3ax JaHHBIX TEPCOHAIBHBIX JIAHHBIX H
obecrieunBarOmMMUX WX 00padOTKYy WH(POPMAITMOHHBIX TEXHOJOTUM M TEXHUUYECKUX
CPEIICTB.

HNcnonb3oBaHue NEPCOHANBHBIX MJAHHBIX — JCWUCTBUA (Omepanuu) C
NEPCOHAIBHBIMU JTaHHBIMHM, COBEpIIAEMBIE OINEPATOPOM B IENSAX MPUHITHUSA
pEUIEHNd WM COBEPLICHUS] MHBIX JEWCTBHM, NOPOXKIAIOIINX IOPUINYECKUE
MOCJICJICTBUSL B OTHOIIEHUU CYOBEKTa MEPCOHAIBHBIX AAHHBIX WU JPYTUX JIHII
T100 MHBIM 00Pa30M 3aTparuBaroIIMX MpaBa U CBOOOABI CyObEKTa TIEPCOHAIBHBIX
JAHHBIX WIW JIPYTUX JULL.

HcTounuk yrpo3nbl 6e3onacHocT UHpoOpMAUMU — CyObEKT JOCTyIa, MaTe-
PUATBHBIA OOBEKT WM (PU3NYECKOE SBJICHUE, SIBISIOMIMECS MPUYMHON BO3HHUKHOBEHMS
yrpo3bl 6€30MacHOCTH UH(HOPMAIIHH.

KonTposupyemasi 30Ha — NPOCTPAHCTBO (TEPPUTOPHSL, 3aHUE, YaCTh 3JAHUS,
MOMEIIEHNE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMpYeMoe MpeObIBAHUE MOCTOPOHHHUX
JIMLI, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MATEPUAITbHBIX CPEJICTB.

KonguaeHIHAJIbHOCTh MEPCOHAJBbHBIX [JAHHBIX — O00s3aTelIbHOE IS
COOJTFOZICHUST ONIEPaTOPOM WJIM WHBIM TTOMYYHBIIAM JIOCTYI K TIEPCOHATBHBIM JIAHHBIM
THMIIOM TpeOOBaHME HE JOMYCKaTh WX paclpocTpaHeHHe Oe3 cormacusi CyObeKTa

NEPCOHAIBHBIX JAHHBIX WIM HAIMYKWA KMHOI'O 3aKOHHOI'O OCHOBAHMS.



MexceTeBOM IKPaH — JIOKAIbHOE (OTHOKOMITIOHEHTHOE) WM (DYHKIMOHAIBHO-
pacrpesielieHHOe TporpaMMHOE  (IIpOrpaMMHO-aMapaTHOE) CPeACTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 3a MH(popMaIeH, ocTynaromel B MHQOPMAIMOHHYIO CUCTEMY
MEPCOHATBHBIX JAHHBIX U (M) BBIXOASIIEH U3 HHPOPMAIIMOHHON CUCTEMBI.

Hapymurenn 6e30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3MUECKOE JIHLIO,
CITy4aiHO WJIM MPEAHAMEPEHHO COBEpLIAIOIIEe TEUCTBHS, CIECTBUEM KOTOPBIX SIBISETCS
HapyllleHue 0e30MacHOCTH NMEPCOHATBHBIX JAHHBIX MPH UX O0OpabOTKe TEXHUYECKUMHU
CpencTBaMy B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTuzupoBanHasi 00pad0oTKa MNEPCOHAJBHBIX JAHHBIX —
00paboTKa MEePCOHAIBHBIX JAHHBIX, COACPKAIIMXCA B MHPOPMALIMOHHON CUCTEMe
NEPCOHANBHBIX JaHHBIX JHOO W3BJICYCHHBIX W3 TaKOW CHUCTEMBI, CUUTAETCS
OCYIIECTBJICHHOU 0e3 UCIIOJIb30BaHUS CpelCTB aBTOMaTU3aluU
(HeaBTOMAaTU3UPOBAHHOM), €CITH TaKUE JEHUCTBUS C MEPCOHAIBHBIMU JaHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHEHUE, PACHPOCTPAHEHHE, YHUYTOKEHHE IEPCOHAJIBbHBIX
JAHHBIX B OTHOIIEHUH KaXJOT0 U3 CYOBEKTOB TNEPCOHAIBHBIX JaHHBIX,
OCYLIECTBIISIIOTCS MPU HENOCPEICTBEHHOM yYaCTHH YEJIOBEKa.

HenexknapupoBanHuble BO3MOKHOCTH — (YHKIMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIWTEIBHOM TEXHUKH, HE OINHCAaHHbIE WIM HE COOTBETCTBYIOILIUE
OIMCAHHBIM B JTOKYMEHTAllUH, MPU WCIOJIB30BaHUH KOTOPHIX BO3MOYKHO HapyllIEHHE
KOH(PHICHIIMAIBHOCTH, JOCTYITHOCTH WM IEJIOCTHOCTH OOpabaThiBaeMON  WH-
dbopmanuu.

HecaHKIIMOHMPOBAHHBIN A0CTYN (HECAHKIMOHMPOBAHHBbIE IEUCTBUSA) —
J0CcTyn K wHGOpPMAIMK WM JEUCTBUS ¢ MH(OpMaIel, HapyIIaonye MpaBuia pas-
rpaHUYEHUs] JOCTyNAa C WCIHOJIBb30BAHUEM ILUTATHBIX CPENCTB, MPEIOCTABISEMBIX
WH()OPMAITMOHHBIMU CHCTEMaMHU TTEPCOHAIIBHBIX JIAHHBIX.

Hocurear unpopmannu — GU3HUECKOE JUIO WM MAaTEPUATHLHBIN OOBEKT, B

TOM 4HCIIe (PU3UUECKOE TI0JIE, B KOTOPOM MH(OPMALIUSI HAXOIUT CBOE OTPAKEHUE B BUJIE



CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUNA U MPOIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK HU3UUECKUX BEIIMUUH.

O0e3nunuBaHue NEPCOHANBHBIX JAHHBIX — JCHCTBUS, B pe3yibTare
KOTOPBIX CTAaHOBUTCSI HEBO3MOXKHBIM 0€3 HCIOJb30BaHUS JOMOJHUTEIBHON
nH(pOpMaINK ONIPEIeTUTh MPUHAIIICKHOCTD MEPCOHATBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY MEPCOHANIbHBIX JAHHBIX.

O0padoTka mepcoOHANBHBIX JAHHBIX — JIIO00E JecTBUE (Omepaius) Win
COBOKYITHOCTb JICHCTBUI (Omepariuii), COBEpIIaeMbIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMaTH3alluid Wi O0€3 KCIOJIBb30BAHUS TaKUX CPEACTB C TNEPCOHATbHBIMU
JAHHBIMHU, BKJIIOYas cOOp, 3aluch, CUCTEMATH3allUI0, HAKOIUICHHE, XpaHCHUE,
yTouHeHHe (OOHOBJIICHWE, W3MEHEHWE), HM3BJICUEHUE, HUCIIOIh30BaHHUE, IMeperady
(pacpocTpaHeHue, TMpeaoCTaBICHUE, JOCTYI), 00e3IUYrMBaHUEe, OJOKUPOBAHUE,
yllaJeHue, YHUUTOKEHHUE MePCOHABHBIX TaHHBIX.

OO0menocTynHble NepcoOHAJIbHbIE JaHHbIEe — TIEPCOHANBHBIC [AHHBIC,
JOCTYIl HEOTPAaHWYEHHOTO Kpyra JIMIl K KOTOPBIM MPEIOCTABIEH C COTJacus
CyOBEKTa TEpPCOHAIBHBIX JIaHHBIX WJIM Ha KOTOPblE B COOTBETCTBUU C
dbenepaabHBIMU  3aKOHAMH HE PpacCIpOCTpaHsAeTCs TpeOOBaHHE COOIOACHUS
KOH(HUICHITNATEHOCTH.

Oneparop (nmepcoHaNBHBIX [JaHHBIX) — TOCYJAapCTBEHHBIH  Opras,
MYHHUITUTIATBHBIA OpraH, IOPUANYECKOe WIH (PU3NYECKOE JIMIIO, CaMOCTOATEIHHO
WM COBMECTHO C JIPYTMMH JIMI[AMUA OpPraHU3yIolue W (WIH) OCYHIECTBIISIOLINE
00paboTKy MEepCOHATBHBIX JAaHHBIX, a TAKXKE OINPEICIAIONINEe IeTu 00paboTKu
MEPCOHANBHBIX JIAHHBIX, COCTaB MEPCOHAIBHBIX JAaHHBIX, OJIEKAIMUX 00paboTKe,
JercTBHs (ONepalnm), COBEpIIaeMble C MEPCOHATBHBIMU JAHHBIMHU.

Texnnueckue cpeacrsa HMHPOPMAUUMOHHON CHCTEMbI IEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BBIYKCIIUTEIBHON TEXHHUKH, MH()OPMAIIOHHO-BHIYHCIUTEIILHBIC
KOMILIEKCHI ¥ CETH, CPEJICTBA U CUCTEMBI ITepeaayun, ipruema u oopadotku I1/1H (cpencTpa

N CHUCTCMbI 3BYKO3allMCH, 3BYKOYCHWICHMS, 3BYKOBOCIIPOM3BCACHI, IICPCTOBOPHBLIC H



TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHHS JTOKYMEHTOB U
Jpyrue TeXHUUYECKUEe CPEICTBA 0OPAOOTKH PeUueBO, rpaduieckoi, Buieo- U OyKBEHHO-
1UQppoBoit HHPOPMAIHHK), TPOrPAMMHBIE CPEJICTBA (OTEPAITMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBieHus: 0a3aMy JaHHBIX U T.IL.), CPEICTBA 3aIUTHl UH(OPMALHH, IPUMEHSIEMBIE B
MH()OPMALIMOHHBIX CUCTEMAX.

IlepexBat (MH(popManmu) — HENMpaBOMEpPHOE MOJy4YeHHE HMHPOPMALNH C
UCIOJIb30BAaHMEM TEXHUYECKOI'O CpE/ICTBa, OCYIIECTBISIOMIET0 OOHapyXKeHHe,
npueM 1 00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble naHHBIe — J100ass MHPOpPMALKA, OTHOCAIIASACA K MPSIMO
WIKM KOCBEHHO ONpPEIEICHHOMY WIH OIpeAetsieMoMy (PU3UYECKOMY JIUILY
(cyOBeKTy MepCcoHaIbHBIX JTaHHBIX);

I[lo6ouHbIe  3IJIEKTPOMATHUTHBIE  M3JIyYeHMA W HABOAKM  —
ANIEKTPOMArHUTHBIE M3JIYYCHHsS] TEXHUYECKHUX CPEeACTB 00pabOTKH 3aluiiaeMoin
uHpOpMAIIMK, BO3HHMKAIOINME KAk MOOO0YHOE SBJICHHME U  BBI3BAHHBIC
ANEKTPUUECKUMU CUTHAJIAMU, IEUCTBYIOIIMMH B UX AJIEKTPUUYECKUX U MAarHUTHBIX
HENX, a TAKXKE DJIEKTPOMArHUTHBIE HABOJKHU 3TUX CUTHAJIOB Ha TOKOMPOBOJISAIINE
JTUHUU, KOHCTPYKIUH U IETH MTUTAHUS.

IMonuTHKa  «YUCTOrO  C€TOJA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEPOIPUSATUH, KOHTPOJUPYIOIMIUX OTCYTCTBHE 3alMChIBAaHUA Ha OyMaKHbIC
HOCHUTENM KItoueld W aTpuOyToB mocTyma (mapojied) W XpaHEHUS WX BOIU3H
00BEKTOB JOCTYTIA.

[Hoab30BaTes b HHPOPMALMOHHOM CHCTEMBbI MEPCOHAJIBHBIX JAHHBIX —
JUIO, YydYacTByiomiee B (YHKIHMOHUPOBAHUM HMH(POPMALMOHHONW CHCTEMBI
MEPCOHAJIBHBIX JIAHHBIX WJIN UCIIOJIB3YIOIIEe Pe3ybTaThl €€ QyHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpanuyeHusi J10CTyNa — COBOKYITHOCTh MPABUJI, PETIIAMEHTH -
PYIOILIUX MpaBa JA0CTyIa CyOBbEKTOB JOCTya K O0BEKTaM JI0CTyIa.

IIporpamMmMHas 3akJiajgka — KoJ MPOrPaMMBbI, TPETHAMEPEHHO BHECCHHBIN B

nporpamMmy C LOCJIbIO OCYHICCTBUTh YTCUKY, U3MCHHUTD, 6J'IOKI/IpOBaTB, YHHUYTOXKHUTD
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MH(pOpMALINIO WM YHUUYTOXHUTH U MOIU(DUIMPOBATH POrpaMMHOE oOecrieueHue
MH(OPMAIIMOHHON CUCTEMBbI MEPCOHANBHBIX JAHHBIX M (WIH) OJOKMpOBATH arra-
paTHbIE CpPEICTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTudeckoe)  Bo3JaeilicTBHEe — —
HECAaHKIIMOHUPOBAaHHOE  BO3JIEWCTBUE HA  PECypChbl  aBTOMAaTU3HPOBAHHOMN
MH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IPOTPaMM.

PackpbiTHe NEPCOHANBHBIX JAHHBIX — YMBIIUIGHHOE WIH CIy4ailHOe
HapylIeHne KOHOHUICHITUATLHOCTH MTePCOHATBHBIX JIAHHBIX.

PacnpocTpaHeHne NMepcOHAJBHBIX JAHHBIX — JEHCTBHS, HAIPaBICHHBIC
Ha PacCKPhITHE TIEPCOHAITBHBIX JAHHBIX HEOTIPEACICHHOMY KPYTY JIMII.

Pecypc uH(popMauMOHHOI CHCTeMbl — UMEHOBAaHHBIN AJIEMEHT CUCTEMHOTO,
IPUKIIATHOTO WIN arnmapaTHOIo oOecrieyeHus (GYHKITMOHUPOBAHUS
UH(GOPMAIIMOHHOW CUCTEMBI.

CneunuajbHble KATerOpUM IEPCOHAJBbHBIX JAHHBIX — IEPCOHAJbHbBIC
JAHHBIE, KacalolllUecs] PacoBOM, HAIMOHAIBLHON MPUHAJIEHKHOCTH, MOJIUTHUYECKUX
B3TJISAJIOB, PEIUTHO3HBIX WM (PUIOCOPCKUX YOCKIACHUN, COCTOSHUS 30POBBS U
MHTUMHOM JKU3HU CyOBEKTa MEPCOHANBHBIX JIAHHBIX.

CpeacrBa BbIYNCIUTEIbHONH TEXHUKH — COBOKYITHOCTb POIPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITEIbHO WM B COCTaBE JPYTUX CUCTEM.

Cyo0bekT pocryna (cy0ObeKT) — JIMIO WIM MPOLECC, JCUCTBUS KOTOPOTO per-
JTAMEHTHUPYIOTCS TpaBUIaMU pa3rpaHUYCHUS JOCTYIIA.

TexHnuecknii KaHaJ yTeYKU MH(POPMALMM — COBOKYITHOCTb HOCHUTEINS WH-
dopmarmu  (cpenctBa  00pabOTKH), (DU3MUECKOM Cpelbl pacnpocTpaHeHus: HHGOP-
MaTHBHOTO CHT'HAJIa M CPEJICTB, KOTOPHIMU JOOBIBACTCS 3amuIiaeMasi ”HPOpMaIius.

TpancrpanuyHas mepefadya MNeEePCOHAJNBHBIX JAaHHBIX — Tiepegaya

MEPCOHAIBHBIX  JAaHHBIX ONEpaTopoM 4Yepe3 [0CyIapCTBEHHYIO TpaHULY
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Poccuiickonn ~ ®depepaumu  OopraHy — BJIACTH  MHOCTPAHHOIO  I'OCYAapCTBa,
(u3MUECKOMY WIH IOPUINYECKOMY JIMIY HHOCTPAHHOTO TOCYAapCTBa.

Yrpo3sl 0€30aCHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUN 1
(paKTOpOB, CO3JAIOUIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YKCIIE CIy4aiHOro,
JIOCTYTIA K MIEPCOHAIBHBIM JIaHHBIM, PE3YJIETATOM KOTOPOT'O MOYKET CTaTh YHUYTOKEHHUE,
U3MEHEeHHue, OJIOKMPOBaHUE, KOIMMPOBAHKE, PACIIPOCTPAHEHHE MIEPCOHAIIBHBIX JIaHHBIX, a
TaK)Ke MHBIX HECAHKIIMOHWPOBAHHBIX JACUCTBUI MPU UX 00paboTKe B MHOOPMAITMOHHOM
CUCTEME MEPCOHATIBHBIX JAHHBIX.

YHHMUYTOKEHHE TEPCOHAJbHBIX JAHHBIX — JCHUCTBUA, B PE3YJIbTATE
KOTOPBIX CTAaHOBUTCSI HEBO3MOXHBIM BOCCTAaHOBUTH COJIEP)KAHUE MEPCOHATBHBIX
JAHHBIX B HWH(POPMAIMOHHON CHUCTEME TMEepPCOHAJBHBIX JaHHBIX H (WIH) B
pe3yJibTaTe KOTOPBIX YHUUTOXAIOTCS MaTE€pUANIbHBIE HOCUTENIM NEPCOHATBbHBIX
JAHHBIX.

Yr1euka (Bamuinaemoi) MHPOpMAMHU 1O TEXHHYECKHM KaHAJIAM —
HEKOHTPOJIUPYEMOE PACHPOCTPaHEHHE MH(POPMAIMK OT HOCHUTENS 3alluiaeMon nHQop-
Maluu 4epe3 (DU3MUECKYI0 Cpefay /0 TEXHHMYECKOrO CPEICTBA, OCYIIECTBIISIOIIETO
nepexBaT HH(OOPMAIIHH.

Ya3BUMOCTB — CI1a00CTh B CPECTBAX 3AIUTHI, KOTOPYIO MOXKHO HCTIONB30BaTh
JUTSL HApYILICHUST CUCTEMBI WITH COJIEprKaIIIeiicsl B Hel MH(DOpMAaIUH.

IesocTHOCTH MH(pOPMAIIUM — CITIOCOOHOCTH CPEICTBA BBIYUCIUTEIILHON TEX-
HUKU I aBTOMaTH3UPOBAHHON CHCTEMBbI 00€CTIeUrBaTh HEM3MEHHOCTh MH(OPMALIUH B

YCIIOBHSX CITyYalHOTO /WK TTPEHAMEPEHHOTO UCKKEHUS (pa3pyIIeHHUs ).



OBO3HAYEHUSA U COKPALHIEHUA

ABC — aHTUBHpYCHBIE CPEACTBA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BTCC — BcriomorarenbHble TEXHUYECKHE CPEACTBA U CHCTEMBI
NCTI 11 — nadopmaliioHHas cucTeMa IMepCOHATBHBIX IAHHBIX
Wb — undpopmarpionHas 6e30MacHOCTb

K3 — konTponmpyemas 30Ha

JIBC — jtokanbHasi BBIYUCIUTENbHAS CETh

MDD — MexceTeBOM dKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYI

OC — oniepaiiioHHas cucTema

[1/TH — nepcoHaIbHBIE TAaHHBIE

[IMB — nnporpaMMHO-MaTeMaTUYECKOE BO3/ICHCTBUE

I10 — nporpammHoe obecrieueHue

[IBOMHUH — no6ovHbIe 371€KTPOMAarHUTHBIC M3TYUIEHHS M HABOJIKU
CA3 — cucreMa aHann3a 3alUIIEHHOCTH

C3U — cpenctBa 3amuThl HHOOpMALTHH

C3I1IH — cucteMa (moicucTeMa) 3alUThl MEPCOHATBHBIX JAHHBIX

COB - cucrema 00HapYKEHUSI BTOPKEHUHN
TKYU — Texanueckre kKaHaIbl yTeUKd HHPOPMAITUN

VYBITJIH — yrpo3s! 6€30IMacHOCTH IEPCOHATBHBIX JAHHBIX

12
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BBEJIEHUE

Hacrosimee Ilonoxxenne vHPOpMalMOHHON 0€30MaCHOCTH B OOILECTBE C
orpanndeHHoi oTBeTcTBeHHOCTHIO «POBEH-Pernons» (ganee no texcty — OO0
«POBEH-Peruonsi»), sBugercs oQUIMaIbHBIM JOKYMEHTOM, B KOTOPOM
oIpeJiesieHa CUCTeMa B3TJISI0B Ha obecrnieueHre nHGOpMamoHHOW 6€30acCHOCTH
000 «POBEH-Peruonsi».

HeoOxonumocTts pa3zpabotku [lonoxeHus oOycliOBI€HA CTPEMHUTEIbHBIM
pacuiupenueM cepbl TPUMEHEHHUST HOBEHITUX MH(POPMAIMOHHBIX TEXHOJOTUH U
nporueccoB B OO0 «POBEH-Peruonsi», npu 06padoTke nHbopmaiuy BoooIe, u
NEePCOHAIBHBIX JJAHHBIX B YACTHOCTH.

Hacrosimee [lonoxenue ompenenser OCHOBHBIE LIENM M 3a/ayd, a TaKkKe
OOIIyI0 CTpaTerHi0 TMOCTPOEHUS CHUCTEMbI 3alllUThl TEPCOHAJBHBIX JTAHHBIX
(C3I1Aa) OOO «POBEH-Peruonbr». IlomoxkeHue omnpenensieT OCHOBHBIC
TpeOoBaHus U 06a30BbIC MOAXOJBI K UX peau3aliu, ISl JOCTHXKEHUs TpeOyemMoro
ypOBHs 6€30MaCHOCTH UH(POPMALIHH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHH C CHUCTEMHBIM TMOJIXOIOM K
obecrieueHuo  MHGOPMAIIMOHHOW  OE30IaCHOCTH. CHCTEMHBIM  HOIXOX
OpeArnojiaraeT  MNpPOBEICHUE  KOMIUIEKCA ~ MEpPONPHUSATUN,  BKIIOYAKOUIUX
HcclieIOBaHuE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTH M Pa3pabdOTKy CHCTEMBI
3ammuTel  [1J[H, ¢ TNO3MUMHM KOMIUIEKCHOTO TNPHUMEHEHUS TEXHUYECKHX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aILUTHI.

[Tox wapopManmonHoii O6e3omacHocThio I1/[H MoOHMMAaeTCs 3alIUIIEHHOCTD
MEPCOHANBHBIX JTaHHBIX M OoO0OpabaThiBaONIe WX HHPPACTPYKType OT JHOOBIX
CIyYalHbIX WJIM 3JIOHAMEPEHHBIX BO3JACHUCTBUM, PE3YJBTATOM KOTOPBIX MOXKET
SBUTHCS HaHECEHHEe ymiepOa camoil mHOpMaIK, ee BiaaelblaM (CyObeKTaM
[11n) win undpacrpykrype. 3agaun nHGOPMAITMOHHON 0€30MaCHOCTH CBOJSITCS K
MHUHHMU3AIUU yiuiepda OT BO3MOXKHOW peanu3anuu yrpo3 OesomacHoctu [1J[H, a

TAaKX€ K MPOTHO3UPOBAHUIO U MTPEIOTBPALLIEHUIO TAKUX BO3JIEHCTBUMN.
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ITonoxenue CIYXHUT  OCHOBOM 1 pa3paboTku KOMILIEKCa
OpraHU3AIMOHHBIX M TEXHUYECKUX MeEp MO o0ecrneueHur0 WH(POPMAIMOHHOM
6ezonacnoctu OO0 «POBEH-Peruonsl», a Takxkeé HOpPMaTUBHBIX U METOAMYECKHUX
JIOKYMEHTOB, OOECIICUMBAIOIIUX €€ peal3alliio, U HE MPEIoyiaraeT MmoJMeHbI
GyHKIMI  TOCYIAapCTBEHHBIX OpraHoB Biactu Poccuiickoit  ®Depepariuu,
OTBEYAIOIIUX 3a obecredueHue O0e30MacHOCTH HHGOPMAIMOHHBIX TEXHOJOTUN U
3alUTy UHPOPMAITUH.

[TonoxeHue sABIIETCA METOAOJIOTUUECKON OCHOBOM JJISI:
*  (¢opMHupOBaHUS W TPOBEJICHUS €IUHOW TOJMTHKA B 00JacTh oOecTeueHus

oe3omacHoct OO0 «POBEH-Pernonsi»;

*  TMPUHATHS YIPaABICHUYECKUX PEIICHUH W pa3pabOTKU MPAKTHYECKUX MEp IO
BOIUIOIICHHUIO TMOMUTUKK Oe3omacHocTd [IJ[H u BBIpaOOTKM KOMILIEKCA,
COTJIACOBAHHBIX ~MEp HOPMATHUBHO-NPABOBOTO, TEXHOJOTMYECKOTO U
OpraHMU3alMOHHO-TEXHUYECKOIO0 XapaKTepa, HaIpaBJICHHBIX Ha BBISBIICHHE,
OTpaX€HHE W JUKBUAALUMWIO MOCJIEACTBUUA pean3aliy pa3InYHbIX BHUIOB
yrpos I11n;

*  KOOpIAWHALIMM JEATEIbHOCTU CTPYKTYpHbIX noapazaeneHuii OO0 «POBEH-
Pervons» npu npoBeneHnu padoT mo pa3putHio U dkcruryataruu UCIIIH ¢
cobiroieHneM TpeboBaHuii ooecrieueHus 6e3onacHocty [1/{H;

*  pa3paboOTKH  TPEMIOKEHUH MO  COBEPIICHCTBOBAHHWIO  IMPABOBOTO,
HOPMAaTUBHOI'O, METOJUYECKOT0, TEXHHUYECKOIr0O U OpPraHu3allMOHHOIO
ob6ecneuenus 6ezomacHoctu [1J{n B UCIT[In OOO «POBEH-Pernonsm».

[IpaBoBoit 06a30if st pa3pabOTKU HACTOAIIETO TOJOXKEHUS CIIyKaT

TpeOoBaHusi JAeHcTByOIMX B Poccuu 3aKOHOJATENbHBIX W HOPMAaTHUBHBIX

JIOKYMEHTOB 110 00ecTeueHn 0 0€30MacHOCTH MepcoHaNbHbIX JaHHBIX ([T/1H).
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1 O0umme moJ1oKeHus

C3I[Idn mnpexacraBisieT cOOOH COBOKYNMHOCTh OPraHM3allMOHHBIX U TEX-
HUYECKUX MEPONPUATUN I 3aiuThl [I/IH OT HEmpaBOMEPHOrO WM CIIy4allHOTO
JIOCTYNa K HUM, YHUUYTOXXCHUS, U3MEHEHUs, OJIOKMPOBaHMs, KOMMPOBAHUS, pac-
npoctpanenus [1/1H, a Takke MHBIX HENPABOMEPHBIX IEMCTBUNA C HUMMU.

be3onacHOCTh MEpPCOHANBHBIX JAHHBIX JIOCTUTaeTCs MYyTEM HCKIIIOUCHHS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTrO, JOCTyINa K TEPCOHAIBHBIM
JTAHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXXEHUE, HW3MEHEHHE,
0JIOKMpOBaHUE, KOMTUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHANBHBIX JAHHBIX, a TAKXKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JIEHCTBUH.

Ctpyktypa, cOCTaB W  OCHOBHBbIE  (YHKIIMHM  TEXHHYECKUX M
oprann3auuoHHbix Meponpustuii C3II/IH omnpenensroTcss HUCXOAS W3 YPOBHSA
ammmieHHoct  (knacca) MWCII[H, yCTaHOBIEHHOIO B COOTBETCTBUU C
tpeboBanusimu I[locranornenus: IlpaBurenbctBa Ne 1119 ot 1 Hosi6ps 2012 1.,
npukaza ®CTOK Poccuum Ne 17 ot 11 ¢espans 2013 r., mnpukaza OCTIK
Poccun Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBUU C TPEOOBAHUSIMU
IToctanoBnenust IlpaBurenbctBa Poccuiickoit ®epepamuu Ne 687  «O6
yrBepxkAcHUN [lomokeHuss 00 0coOEHHOCTAX 00pabOTKKM MEPCOHANBHBIX JTAHHBIX,
OCYIIECTBIIIEMON 03 HCmojib30BaHUs CcpeacTB aBromatm3anum». C3I11H
BKJIIOYAET OpPraHu3allMOHHbIE MEPbl M TEXHUYECKUE CPEICTBA  3alUTHI
uadopmaruu (B ToM uncie MmMuUGpoBaNIbHBIE (KpUNTOrpaduuecKue) CpeacTna,
CpeACTBa  NPEAOTBPAIICHHS  HECAHKIMOHMPOBAHHOIO  JIOCTyIa,  yTEUKHU
uH(OpPMAITH 110 TEXHUYECKUM KaHaJlaM, MMPOTrPaMMHO-TEXHUYECKUX BO3JICHCTBUN
Ha TexHuueckue cpeacrtsa oOpaborku [IJIH), a Takxke wHCHOIB3yeMble B

nH(OPMAITMOHHON cucTeMe WH()OPMAITMOHHBIE TEXHOJIOTHH.
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OTU MepbI TPU3BAHbI 00ECTICUHTH:

KOH(QUIECHIUATBHOCTh HMHGpOpPMAIMK (3al[UTa OT HECAHKIIMOHUPOBAHHOTO
O03HAKOMJICHHS);

LEJIOCTHOCTh ~ MHpOpMalnuu  (aKTyaJbHOCTh M HENPOTUBOPEUHUBOCTH
uH(pOpMAaLIMK, €€ 3ALIUIIEHHOCTh OT Pa3pylIeHHUs] U HECAaHKUHOHUPOBAHHOIO
U3MEHEHUS );

JOCTYITHOCTh MH(pOpMaIMU (BO3MOXHOCTh 32 MPUEMIIEMOE BPEMS MOIYUYHThH

TpebyeMyro HHOOPMAIIMOHHYIO YCIIYTY).

Cramuu co3ganus C3I1/IH BKIIIOYAIOT:

OpEeNNpOeKTHAs CTaAusi, BKIIOYAONIAs MpEANpoeKTHOe oOcieoBaHue
NCTIH, pa3paboTKy TEXHHYECKOro (4YaCTHOTO TEXHUYECKOT0) 3a/laHus Ha ee

CO3JIaHHE;
CTaausl IPOCKTUPOBaHUS (pa3padOTKU MPOCKTOB) M peaInu3aiuu Mep 3alluThl
C3I1/x;

cranus BBoja B AeictBue C3I1/IH, BKiItOUaronias ONbITHYIO SKCILTyaTaUI0 U
IPUEMO-CIATOYHbIE HCTBITAHUS CPEACTB 3allUThl WH(pOpMamuMu, a Takke

onieHKy cooTBeTcTBUsI C3I1JIH TpeboBaHMsIM 6€30MaCHOCTH HHPOPMAIIUH.

Opranu3aliioOHHbIE MEpbl MNPEAYCMAaTPUBAIOT CO3JaHUE W MOJAJEpKAHUE

npaBoBoli 0a3bl Oe3omacHoctr IIJIH M pa3paboTky (BBEICHHE B JICHCTBHUE)

npeaycMoTpeHHbIX  Ilomutukoit  wmHpopmarmonHoi  O6e3omacHoctu  MCII/IH

CICAYIOMHUX OPraHu3allMOHHO-PACIIOPAAUTCIBHBIX JOKYMCHTOB!

[Inan meponpusituii mo obecnedeHuto 3amuthl [IJ[H npu ux oOpaboTke B
NCIIdx;

[1nan MeponpusiTUii 0 KOHTPOIIO obecniedeHus 3amuThl [1][H;
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*  Tlopsanok pesepBupoBanus U BocctaHOBiIeHUs padorocniocooHoctu TC u I10,

6a3 manaeix U C3U;

*  JomxHocTHas uHCTpyKus agmuuuctpatopa MCII[H B yactu obecnieueHus

6e3omnacnoctu [0 npu ux oo6padotke B UCIIIH;
*  JlomKHOCTHAsE MHHCTPYKIIUS agMuHuCcTpaTopa 6ezonacHoctu MCIIH;

*  JlomkxHoctHas wHCTpyKuusi noib3oBatenss MCII[H B yactu obecnedeHus
6e3onacHoctu [1/1n npu ux odpadotke B UCII/H;

*  HMHcTpyKuMs Ha ciydald BOSHUKHOBEHMS BHEIITATHOU CUTYAlIUH;

*  HWuctpykuus mo pasmenieHuio, o0OpyJOBaHUIO M OXpaHE MOMEUICHUH, Tne
XpaHATCS NEPCOHAJIBHBIC JAHHBIC, I10 XPAHEHUIO NEPCOHAJIBHBIX JAHHBIX Ha
OyMa)KHBIX HOCHUTENIAX U MOPSAAKY paOOThl UCTIOMHUTENEH C EPCOHATBHBIMU

JaHHBIMH Ha 6YMa}KHLIX HOCHTCIIAX HH(bOpMaHI/II/I.

TexHuuyeckre Mephl 3alUThl PEATU3YIOTCS TIPU MTOMOIIA COOTBETCTBYIOIIUX
IPOrPaMMHO-TEXHUYECKUX CPEJICTB U METOJIOB 3aILIUTHI.

[lepeyeHp HEOOXOAMMBIX MeEp 3alUTHI WH(OpPMAIUU OMpPEACNIeTCS II0
pesynbratam BHYyTpeHHe# mnpoBepku OezomacHoctu MCIIIn OOO «POBEH-

Pervosny.
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2 3agaum C3I1n

OcnoBnoil nenbto C3I1/H sBasieTcs MUHUMU3ALKS yuiepOa OT BO3MOXKHOM

peanu3aruu yrpo3 6e3onacHocTu [1/1H.

Jns gocThKeHHMs OCHOBHOM Ienu cuctema Oe3omacHocTu I[IJIH momxkHa

oOecrneunBaTh 3 PEKTUBHOE PEIlIeHUE CACAYIOIIUX 3a/1ay:

3allUTy OT BMemarenbcTBa B Tmpouecc (ynkunonupoanus MCIIIn
NOCTOPOHHUX JIKLl (BO3MOXXHOCTh ucnosib3oBanuss MCII/IH u nmoctyn k ee
pecypcaM JOJDKHBI MMETh TOJIBKO 3apETMCTPUPOBAHHBIE YCTAHOBJICHHBIM
MOPSIIKOM TIOJTIH30BATEIIN );

pasrpaHUyYeHue  JOCTyIla  3apETMCTPUPOBAHHBIX  IIOJIB30BATElIe K
anmapaTtHbIM, MpOrpaMMHbIM H HHGopMalroHHbIM pecypcam  HCIIdH
(BO3MOKHOCTB JOCTYIIA TOJIBKO K TEM PeCypcaM U BBIIIOJIHEHHS TOJIBKO TEX
ornepanuii ¢ HHMMH, KOTOpble HEOOXOJUMBbI KOHKPETHBIM I10JIb30BATEISIM
NCTI/IH 10 BBINOJIHEHUS CBOUX CIYKEOHBIX 00s13aHHOCTEN), TO €CTh 3aLUTY

OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA:
K uHpopmaruu, nupkyaupyromiei B UCII/H;
cpeactBaM BeruuciauTeabHor Texuuku UCII/H;

amnmapaTHbIM, MPOTPAMMHBIM M KPUINTOTPAadUUECKUM CPEACTBAM 3allUThI,
ucnonszyeMbiM B UCIT/IH;

PETUCTPALMIO JECUCTBUM MOJIB30BATEICH IMPHU UCMHOJIB30BAHUU 3AIUIIAECMBIX
pecypcoB MCIIJIH B cHCTEMHBIX XypHaiaX U NEPUOAUYECKUN KOHTPOIb
KOPPEKTHOCTA  JCWCTBUM  TMOJIB30BATEICH  CHCTEMbI IyTEM  aHaIu3a

COJIEP’KUMOT0 3THX KYPHAJIOB;

KOHTPOJIb IIEJIOCTHOCTU (0OEecreyeHne HEU3MEHHOCTH) Cpelbl HUCIOTHEHUS

IIporpaMm 1 €€ BOCCTAHOBJICHHC B CJ1y4dC HAPYHICHUA,
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3alUTy OT HECAHKIIMOHUPOBAHHOW MOAM(DUKAIIMUA U KOHTPOJIb IIETOCTHOCTH
ucnonb3zyeMbix B MICII/IH mporpaMMHBIX CPEACTB, a TAKXKE 3aLIUTy CHCTEMBI
OT BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX TPOTrPaMM;

amuty IIJIH OT yTeuku Mo TEXHMYECKHMM KaHajaM MpH ee 00paldoTke,
XpaHEHHH U TIepelade Mo KaHAJIaM CBSI3H;

samuty [1J[H, Xpanumoi, oOpabaThiBaeMOil W TepeaaBaeMoil Mo KaHallaMm
CBSI3M, OT HECAHKIIMOHUPOBAHHOTO PA3TJIAICHUS WM UCKAKEHUS;
obecrieyeHUE  KUBYYECTH  KPUNTOrpaUUECKUX  CPEICTB  3alUTHI
uH(OpMaIMK MPU KOMITPOMETAIIUU YACTH KITIOUEBOU CHCTEMBI,
CBOEBPEMEHHOE BBISIBIICHHE MCTOYHUKOB yrpo3 Oe3zonacHoctu [1J[H, mpuunH
U YCIOBUHM, CHOCOOCTBYIOIIMX HaHeceHUio ymiepba cyobektam [I/]H,
Co37laHNe MEXaHM3Ma ONEePATUBHOIO pearupoBaHMs HA YIpo3bl 0€30MaCHOCTH
[1JIx 1 HeraTUBHBIE TCH/ICHIIUH;

CO37laHue YCIOBUHU 11 MUHUMM3AIMU U JIOKAJIM3AIMK HAHOCUMOTO yiepoa
HENIPABOMEPHBIMU  JIEUCTBUAMH  (QU3MYECKUX UM IOPUIUYECKUX  JIHI],
oclabJieHre HETaTUBHOTO BIMSIHUS U JIMKBUAAIUS MOCIEACTBHI HapyIICHUS
oe3omacuoctu [1/]H;

o0opyIOBaHUE U OXpaHa MOMEIICHUH, TJIe XPaHSITCS MePCOHANIbHBIE TaHHbBIE;
cOoOMIO/IeHNEe TIOPSKA XPAaHEHHS TEPCOHANBHBIX JAaHHBIX Ha OYMa)KHBIX
HOCUTEIIAX;

coOJIrOICHUE TIOPSIIKA XpaHEHUS KIIF0UYeH OoT moMerneHuit rae xpansares 11 x
Ha OyMaXHBIX HOCHTEIISX;

coOmroIeHre opsiKa paboThl UCTIONHUTENEH C TIEPCOHATBHBIMU TJAHHBIMHU Ha

OyMa)KHBIX HOCUTENISIX HH(OPMAITUH.
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3 OO0BeKThI 3aIUTHI

IlepeyeHb HHPOPMALMOHHBIX CHCTEM
B OOO «POBEH-Perunons» mnpousBoautTcs 00paboTKa NEpCOHATBHBIX

JaHHBIX B WH(MOPMAIIMOHHOM CcHUCTEME O0O0pabOTKM NEPCOHAJIBHBIX JaHHBIX
(UCI1dn).
[Tepeuens WCII[IH ompenensercss B Tmpoiecce padOThl KOMHUCCHUH, TIO

uToraMm padoT KOTOpoit coctapisieTcs: akT kinaccudukamuu UCITH.

IlepeyeHb 00HEKTOB 3aAIUTHI
OObexTamMu 3aluThl ABJIsI0TCA — MHPopManus, oopadareiBacmas B MCII/H,

U TEXHHYECKHE CpeacTBa ee o00padoTku W 3amuThl. CHHCOK MEPCOHAIBHBIX
JNAHHBIX, TOJJIeKAIIUEe 3alIUTe, onpenesneH B llepedyHe mepcoHaIbHBIX JaHHBIX,
nojuiexkamux 3amure B UCITJIH.

OOBEKTHI 3aIUTHI BKIIOYAOT:
*  OOpabarpiBaemasi UHpOpMAITHSI.
*  TexHonoruyeckas uHGoOpMaIus.
*  IIporpamMMHO-TEXHHUYECKHE CPEICTBA OOPAOOTKH.
. Cpenctsa 3amutsl [1/]H.
«  Kanansr nuadopmanrionHoro oOMeHa U TeJIEKOMMYHUKAIIHH.

*  OOBEKTHI ¥ IOMENIEHUS, B KOTOPHIX pazMetieHbl komnoHneHTsl UCII/IH.
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4 Knaccudpukanusa nonszoBareseid UCIIIn

ITonp3oBarenem NCIIOn ABJISACTCS JMLO, y4acTBYHOLIEe B
(GYHKIMOHUPOBAHUM MH(POPMALIMOHHONW CHCTEMbl IMEPCOHANBHBIX JAaHHBIX WIH
UCIOoNb3yIoIIee pe3yiabTathl ee (yHkiuoHuponanus. [lonb3oBarenem WCII/IH
spisietcss 000 cotpynHuk OOO «POBEH-Peruons», umeromuii 1ocTyn K
UCIIJH u ee pecypcaMm B COOTBETCTBHUM C YCTAHOBJIEHHBIM MOPSAKOM, B
COOTBETCTBHHU C €r0 (PYHKIIMOHAILHBIMU 00SI3aHHOCTSIMHU.

ITonw3oBarenu UCII/IH nensarcs Ha TpU OCHOBHBIE KATETOPHH:

AJMUHHACTPATOD MHOOPMAIIMOHHON 0€30IMaCHOCTH.

Corpynanku OOO «POBEH-Pernoss», KOTOpble 3aHUMAOTC HACTPOUKOM,
BHEJPEHHEM M COIPOBOXKICHUEM cHUCTeM Oe3omnacHocTH. AamuHuctparop Kb
o0nafaeT cleayomuM YPOBHEM JIOCTYMA:

*  oOnamaeT moyiHOM MH(OpMaIUEl 0 CHCTEMHOM U MPUKIIATHOM MPOTPAaMMHOM
ob6ecrieuenun UCII/IH;
*  oOnamaeT mosHOM MHGOpPMAIIMEN O TEXHUYECKUX CPEJICTBAX U KOH(PUTypauuu

NCTIH;

*  HMEeT JOCTYIl KO BCEM TEXHHUYECKUM CpPeJCTBaAaM 00paboTku MHpopMaInuu u

nanabiM UCI/IH;

*  He oOnajaeT mpaBaMH KOHPUTYPUPOBAHUS M aIMUHUCTPATUBHON HACTPONKHU
texHudyeckux cpenacts UCII/IH.

Anvunuctparop UCIIH.

Corpynnuku  OOO  «POBEH-Peruonsl»,  KOTOpblE  3aHUMAaIOTCS
COMNPOBOKIECHUEM TPOTPAMMHOI0 00ECTICUECHHUSI.
Anmvunanctparop UCII/Ix obamaer clienyomuM YpOBHEM JIOCTYyTIA:
* obmamaer wuHpoOpMammer o0 anropuTMax M TporpaMmax 00pabOTKu

undopmanuu Ha UCIT/IH;
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o0nazgaeT BO3MOXKHOCTSIMM  BHECEHHUS OLIMOOK, HEIEKJIapUPOBAHHBIX
BO3MOYKHOCTEW, NPOTPaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX IPOrpaMM B
nporpamMmHoe obecnieuenue UCIIJIH Ha cTanguu ee pa3pabOTKH, BHEAPEHUS U
CONIPOBOK/CHHUS;

MOXET pacrmojiarath JObIMA (parMeHTaMu HH(OpPMAMUd O TONOJIOTHH
UCIIIH u TexHHYecKuX cpeacTtBax o0paboTku u  3amutel  [1]1H,
obpabareiBaembix B UCII/IH;

oOnagaeT npaBaMU KOH(MUTypUpOBaHUS U aJMUHUCTPATUBHOM HACTPOMKH

texuuuyeckux cpencts UCII/IH.

Onepatop UCIIJIH.

Corpynnuku noapazaeneanii OOO «POBEH-Pernons» y4acTBymOIIUX B

nporecce skcruryarariuu MCITJIa. Oneparop UCII[AH o6namaer clienyrommm

YpOBHEM JIOCTYyTIA!

obnmamaer BCEeMHU HEOOXOAWMBIMH aTpuOyTaMu (Hampumep, Iaposiem),

O6€CH€‘II/IB3}OHII/IMI/I AOCTYII K HCKOTOPOMY ITOJAMHOKCCTBY HI[H,

paciojaaract KOH(bI/II[CHHI/IaJILHLIMH JaHHBIMH, K KOTOPBIM UMCCT HOCTYII.



23

5 OcHOBHBIC IPUHIMIIBI MOCTPOCHUS CUCTEMbI KOMILJIEKCHOH 3aIUTHI
HH(popMaLHU

[Toctpoenune cucremnl obOecrneuenus Oe3zonacHoctu [IJJln UCIIIn OOO
«POBEH-Pernons» u ee (QyHKIMOHHMPOBAHME JIOJDKHBI OCYIIECTBISATHCA B

COOTBETCTBUHM CO CJIEAYIOUIUMHU OCHOBHBIMH MPUHIUIIAMU:

*  3aKOHHOCTB;

*  CHCTEMHOCTb;

*  KOMIUIEKCHOCTB;

*  HENPEPHIBHOCTH;

*  CBOEBPEMEHHOCTb;

*  IPEEMCTBEHHOCTb U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
*  IIEpCOHAJIbHAs OTBETCTBEHHOCTB;

*  MHUHUMH3ALMUSA [TOJTHOMOYN;

*  B3aMMOJEHUCTBUE U COTPYAHUYECTBO;

*  THOKOCTb CHCTEMBI 3aIUTHI;

*  OTKPBITOCTH AITOPUTMOB U MEXaHU3MOB 3aLLUTHI;

*  IIPOCTOTA IIPUMEHEHHMS CPEIACTB 3alLNTHI,

*  Hay4Hass 000OCHOBAHHOCTb U TEXHHUYECKAs Pealiu3yeMOCTh;
e  CHenuaIu3anus v npoecCuoHaAIN3M;

¢  00s13aTeIBHOCTh KOHTPOJIS.

3aKOHHOCTH
[Ipeamonaraer OCyIIECTBICHHWE 3aIMTHBIX MEPONPHITHH M pa3paboTKy

C3I[In OO0 «POBEH-Pernons» B COOTBETCTBUM C JEUCTBYIOIIUM
3aKOHOJIaTEeJILCTBOM B 00siacTH 3amuThl [[JIH ¥ Ipyrux HOPMATHUBHBIX aKTOB IO
0e3omacHoCcTH MH(OpPMAIMU, YTBEPKASHHBIX OpraHaMu rOCyJAapCTBEHHOMN BJIACTH

" yIIpaBJICHHA B IIPCACIaX UX KOMIICTCHIIMH.
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[Tonw3oBatenu u ob6cayxuBaromuii nepconan [1J{n UCITIn OOO «POBEH-
Pernonbl» JOMKHBI OBITH OCBEIOMJIEHBI O TOpsAAKE pPadOThl C 3alUMIIAEMOM
uH(popmalmeil 1 060 OTBETCTBEHHOCTH 3a HapyllIeHHE Mopsiaka 3amuTsl [1J1H.

CucremMHOCTH
Cucremubii nmoaxon k noctpoenuto C3I[[In OOO «POBEH-Pernons»

OpeanosaraeT  y4eT BCEX  B3aWMOCBS3aHHBIX, B3aWMOJCHCTBYIOIIUX U
MU3MCHSIIOIIIMXCS BO BPEMEHHM JJIEMCHTOB, YCIOBUH M (DaKTOpPOB, CYIIECTBEHHO
3HAYMMBIX ISl TIOHUMaHUS W PEHIeHUs MpoOjieMbl 0OCCIICUeHHUsST 0€30MacHOCTH
ITJIa UCIT[In OOO «POBEH-Peruonsi».

[Ipy co3maHuy CUCTEMBI 3alIUTHI JOJDKHBI YYHTHIBATBCS BCE CiaOble |
HamOoJiee ySA3BMMBICE MecTa cUcTeMbl oOpabotku IIJIH, a Takke Xapakrep,
BO3MOXXHBIC OOBEKTHI M HAIIPABJICHHSI aTak HAa CHCTEMY CO CTOPOHBI HAPYIIUTEIICH
(ocobeHnHo BBICOKOKBaJTU(DUITTPOBAHHBIX 3JI0YMBIILJICHHUKOB), My TH
NPOHUKHOBEHUs B pacmupeneneHnbie cucreMbl 1 HCJl k undopmanuu. Cucrema
3allUTHl JOJKHA CTPOUTHCA C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBerus u HC/I k undopmanuu, HO U C y4eTOM BO3MOKHOCTH TOSIBICHHS

NPUHIMITHAIBHO HOBBIX MTyTEeH peanan3anuu yrpo3 6€30MacHOCTH.

KomniaekcHocTh
KomriekcHoe HCIoib30BaHUE METOJI0OB M CPEJICTB 3allUTHI MPEANoaraet

COTJIACOBAHHOE MPUMEHEHHUE PA3HOPOAHBIX CPEACTB MPU MOCTPOECHHH LEITOCTHOMN
CUCTEMBbI 3alUThI, MEPEKPHIBAIONIEH BCE CYIIECTBEHHbIE (3HAYMMBIE) KaHaJIbI
peanu3anuu yrpo3 W HE CoeprKalieil claOblXx MECT Ha CThIKaX OT/ACIBHBIX €€
KOMIIOHEHTOB.

3amuTa 10JKHA CTPOUTHCA SUIECJIOHUPOBAHO. {1 KaXKI0ro KaHaia yTeuku
uHDOpMaIM W IS KaXKIOH yrpo3sl 0O€30MacHOCTH JIOJDKHO CYIIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOexeit. Co3manne 3amuTHRIX PyOexKeil OCYIIECTBISIETCS C

Y4€TOM TOIO, YTOOBI I UX IIPCOJOJICHUA IMOTCHOHWAIBHOMY 3JIOYMBIIIJIICHHUKY
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TpeOOBaIUCh MPOPECCUOHAIBHBIE HAaBBIKMU B HECKOJBKMX HEB3aHMOCBA3aHHBIX
o0nacTsx.

BHemnss 3amura nomkHAa o0ecrevnBaThesl (PU3MYECKUMU CPENICTBAMM,
OpraHU3allMOHHBIMU M MPABOBBIMU MepamMu. OZHUM M3 HamOoJiee YKPEIUICHHBIX
pyOexel mpu3BaHbl OBITh CPEJCTBA KPUIITOTpahrUUEeCKOM 3alIUThI, peaTn30BaHHbIC
¢ Hucnosib3oBaHueM TexHonoruu VPN. IlpukiiagHo  ypOBEHb  3allUTHI,
YUUTBHIBAIOIIUNA OCOOEHHOCTH TMPEAMETHON 00JIacTH, MPEACTaBISIET BHYTPEHHUMN
pyOeK 3aIUTHI.

HenpepsiBHocTs 3amuTsl II{H
3amuta IIJIH — He pa3oBoe MEpONpUATHE U HE MPOCTasi COBOKYMHOCTH

MPOBEJCHHBIX MEPONPHUATHUN M YCTAHOBJICHHBIX CPEJICTB 3aIlUThI, a HEIPEPHIBHBIN
LEJICHANPAaBICHHBIN MPOLIECC, MPEANOJaratouii MPUHSITUE COOTBETCTBYIOIINX
Mep Ha Bcex ATanax ku3neHHoro mukia UCIIH.

NCII[AH nomkHBl HAXOAUTHCSA B 3aIUIIEHHOM COCTOSIHUM Ha MPOTSKEHUH
BCEro BpeMEHHM HX (YHKIMOHUPOBaHHUSA. B COOTBETCTBMM C 3THUM MPHUHIIUIIOM
JTOJDKHBI  MPUHUMATBhCA Mepbl 1o HemomyuieHuto tniepexona MHWCII[dn B
HE3AIIMIIEHHOE COCTOSIHUE.

bonpmmHCTBY (U3MYECKUX © TEXHUYECKUX CPEJCTB 3alUTHI TS
3 PEKTUBHOTO  BBITIOJTHEHUS CBOMX (YHKIMHA HEOOXOIMMa  IOCTOSHHAsS
TEXHUYECKast u OpraHu3alMOHHAas (amMuHUCTpaTUBHAS) MoAIepKKa
(cBOeBpeMeHHasi CMEHAa M 00eCTeUYeHHe TMPABUIBHOTO XPAaHEHUS W MPUMEHEHUS
WMEH, TMapoJiel, KIIoYed Mu(ppoBaHUs, TEPEOIpeIesieHne MOJIHOMOYMNA | T.I1.).
[lepeppiBBI B paboTe CpencTB 3alIUThl MOTYT OBITh  HCIIOTB30BaHBI
3JIOYMBIIJICHHUKAMH JUIsl aHAJIW3a MPUMEHSIEMbIX METOJOB M CPEACTB 3aIlIUTHI,
JUISl BHEJPEHUS CIIEHUANIbHBIX MPOTPAMMHBIX U alfapaTHbIX "3aKJIaloK" U Jpyrux
CPEACTB  NPEOAOJICHUS  CUCTEMBbI  3alIUTBl  IIOCJIE€  BOCCTAHOBJIEHUS €€

(G YHKIIMOHUPOBAHUS.
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CBOECBpPEeMEHHOCTD
[Ipennonaraer ynpexaaromuil xapakrep mep oOecreyeHus: 0€30MacHOCTH

IT/IH, TO ecTh MOCTAaHOBKY 3a1a4 1o komiuiekcHou 3amute UCIIH n peanuzamuto
Mep obecnieuenus: O0e3onacHoctu I1J[n Ha panHux craausx pazpadorku UCII/IH B
IIEJIOM U €€ CHCTEMBI 3alTUThl HHPOpPMAIIUU, B YACTHOCTH.

Pa3paboTka cucTembl 3aITUTHI JOJKHA BECTHUCH MApaJLICIBLHO ¢ pa3pabOTKOM
U Pa3BUTHEM CaMOH 3aIIMIIAEMON CHUCTEMBI. DTO TMO3BOJIMT YYECTh TpeOOBaHUS
0€30MacHOCTH TIPH MPOCKTUPOBAHUHM aPXUTEKTYPHI U, B KOHCYHOM CYETE, CO3/1aTh
oonee s(ddexTuBHBIE (KaK IO 3aTpaTaM pEeCcypcoB, TaK W IO CTOUKOCTH)

3alIMIIICHHBIC CUCTCMBI.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUE
HpezmonaraloT IMOCTOAHHOC COBCPHICHCTBOBAHHUC MCP U CPCACTB 3alllUThI

UHGOpMAIIMK HAa OCHOBE IMPEEMCTBEHHOCTH OPraHU3AIlMOHHBIX U TEXHUYECKUX
peleHnii, KaapoBoro cocraBa, aHanmu3a GyuaknuoHupoBanus WCII[H u ee
CUCTEMBl 3alIUThl C YYETOM HM3MEHEHUH B METOJAaX M CpEIACTBAX IepexBaTa
uHbOpMAIMK, HOPMATUBHBIX  TpeOOBaHWI MO  3alIUTE,  JIOCTUTHYTOTO

OTEUECTBEHHOTO U 3apy0E)KHOTO OIbITa B 3TOM 00JIACTH.

HepCOHaJIbHaH OTBCTCTBCHHOCTDH
HpezmonaraeT BO3JIOKCHHC OTBCTCTBCHHOCTH 3a obOecneucHue

6e3onmacHoctu II/lH m cuctembl WX 00pabOTKM HAa KaXIOro COTPYAHHKA B
npezenax ero MoJHOMOYUN. B COOTBETCTBUU C 3TUM MPUHIIUIIOM pACIpeeICHUE
mpaB ¥ 00S3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKMM 00pa3oM, 4TOOBI B CiIydae
T000T0 HApYIIEHHWs KPYr BUHOBHUKOB OBLT YETKO W3BECTCH WM CBEIEH K

MHHUMYMY.
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HpI/IHIII/III MHUHHUMMU3allUHU MOJTHOM O M i
O3naygaetr MMpEAOCTAaBJICHUEC ITOJb30BATCIIEIM MUHUMAJIBHBIX IIPpaB JOCTYyIIA B

COOTBETCTBUHU C ITPOU3BOJICTBEHHOM HEOOXOAMMOCThIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE Pa3pelICHO, 3alPELICHOY.

Hoctyn k [1/IH momkeH mpeaocTaBiIsIThCA TOJIBKO B TOM ciydae U oObeMme,
€CIM J3TO HEOOXOAUMO COTPYIHUKY JUIsl BBITIOJHEHUS €r0 JOJDKHOCTHBIX

00s13aHHOCTEMN.

B3aumoaencTBue U COTPYAHUYECTBO
[Ipennonaraer coznanue OnaronpusTHONM aTtMocdepbl B  KOJUIEKTHBAaX

nojapazzaeneHuit, obecneyuBaromux aestenbHocth WCIIIan OO0 «POBEH-
Pervionsl», 1yl CHUXKEHUSI BEPOSTHOCTH BO3HMKHOBEHMSI HETaTUBHBIX JEHCTBUUI
CBSI3aHHBIX C YEJIOBEYECKUM (PAKTOPOM.

B Takoifi o00cTaHOBKE COTPYOHUKH JOJDKHBI OCO3HAHHO COOJIOAATH
YCTAHOBJIEHHbIE TpaBWJia W  OKa3blBaTb COJEWCTBUE B  JEATEIbHOCTHU

HO,ZIpaSILGJIGHI/Iﬁ TEXHUYECKOM 3aIIUThI I/IH(bOpMaLII/II/I.

I'moxocTh cucteMbl 3amuThl ITIH
[IpuHsaTeie Mephl W YCTAHOBJCHHBIE CpPEJICTBA 3aIllUThl, OCOOCHHO B

HaYaJIbHBIN TIEPUO WX AKCIUTyaTalluHl, MOTYT 00eCIeurnBaTh Kak Ype3MEPHBIN, TaK
M HEIOCTAaTOYHBIM ypOBEHb 3amMTBL. J[ms1 oOecriedyeHHs BO3MOXKHOCTHU
BapbUPOBAHUS YPOBHEM 3alIUIEHHOCTH, CPEJICTBA 3aIIUTHI JOKHBI 00J1a1aTh
omnpeneleHHOW THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBIISICTCS B TEX
ClaydasiX, KOTJa YCTaHOBKY CPEJACTB 3alllUThl HEOOXOAMMO OCYIIECTBIISITh Ha
paboTalIlyr0  CHUCTEMY, HE  Hapylias TIpolecca €€  HOPMaJbHOIO

(GYHKITMOHUPOBAHMS.
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OTKpblTOCTL aJIropuTMOB 1 MEXAaHU3MOB 3allIUTHI
CYTB IMpHUHOUIIA OTKPBITOCTH AJITOPUTMOB U MCXaHU3MOB 3allIUTEI COCTOUT B

TOM, YTO 3allUTa HE JOJDKHA OOECIEeYMBATBCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHM3alMd M alropuTMOB (YHKUIHMOHUPOBAHUS €€ IOJICUCTEM.
3HaHME AJITOPUTMOB Pa0OTHI CUCTEMBI 3AIUTHI HE JOJIKHO JaBaThb BO3MOXHOCTH
ee npeonosneHus (naxe asropaM). OfHaKo, 3TO HE 03HAYAET, YTO MHPOpPMALUS O

KOHKpGTHOfI CHUCTCMC 3alllUTHI JOJIZKHA OBITH 06H.[€I[OCTy1'IHa.

IIpocToTa NpUMEHEHUS CPEACTB 3aAIUTHI
MexaHu3MBbl 3aIUTHl JIOJDKHBI OBITh MHTYUTHBHO TOHSTHBI U TIPOCTHI B

UCIIONIb30BaHUM. [IprMeHeHne CpPeACTB 3alluThl HE JOJKHO OBITh CBSI3aHO CO
3HAHUEM CIEIHUAIbHBIX S3BIKOB WJM C BBINOJHCHUEM JICUCTBUM, TPEOYIOIIUX
3HAYMTENIPHBIX  JIOMOJIHUTEIBHBIX  TpyJdo3aTpaT Mmpu  OObIYHOM  pabore
3apErUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TIOJIb30BAaTEIEH, a TaKXKe He
JIOJDKHO TpeOOBaTh OT MOJIb30BATENS BHITIOJTHEHUS PYTUHHBIX MAJIOMOHSATHBIX MY
oreparuii (BBOJ HECKOJBKUX Mapojiei U UMEH U T.J.).

JloJbkHAa JOCTUraThCsl aBTOMATHU3AalUS MAaKCHUMAJIBHOTO YMCJIa JACUCTBUM

nosib3oBatenen u agMuauctparopoB MCITH.

HayuyHasi 000CHOBAaHHOCTb H TEXHUYECKAasl Peain3yeMocTh
Nudopmarimonaple TEXHOJIOTHH, TEXHUYECKUE M TPOTPaMMHBIE CPECTBa,

CpelcTBa W MeEpbl 3alUThl WHGOPMAIMK JODKHBI OBITh peann30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHHKH, HAYYHO OOOCHOBAHBI C TOYKHU
3peHUs JTOCTM)KCHHsS 33JIaHHOTO YPOBHS 0€30MacHOCTH MH(OpPMAIUU U JTOJDKHBI
COOTBETCTBOBATh YCTAHOBICHHBIM HOpPMaM W TpeOOBaHUSM IO O€30MacCHOCTH
[1/1H.

C3I1u nomxHa ObITH OPUEHTUPOBAHA HA PEIICHUS, BOZMOXKHbIE PUCKH IS
KOTOPBIX M MEphl NPOTUBOJCUCTBUS 3TUM pHUCKaAM MPONUIM BCECTOPOHHIOO

TEOPETUYECKYIO U TPAKTUYECKYIO IPOBEPKY.
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Cneunaan3anus ¥ npoeccHoHATN3M
[Ipennonaraer mpuBIeYeHHE K pPa3pabOTKE CPEICTB M pealn3alud Mep

3alUThl  MHGOpPMAMU  CINEHHAIM3UPOBAHHBIX  OpraHu3aluii,  HamboJee
MOJATOTOBJIEHHBIX K KOHKPETHOMY BHJy JAESATEIBHOCTH MO 00ECIEeUEHHUIO
6e3onacHoctu [1/IH, UMEIOMIMX OMBIT MPAKTUYECKONH PabOThl U FOCYAAPCTBEHHYIO
JUIEH3UI0 Ha TMpaBO OKa3aHud ycayr B 3Toil  obnactu. Peanuzanus
aIMUHHUCTPATUBHBIX MEp M  DJKCIUlyaTalWs CpPEACTB  3allUThl  JOJDKHA
OCYIIECTBIISITECSA MPO(HECCHOHAIIBHO MOJTOTOBICHHBIMHU crienuanuctamu OO0
«POBEH-Peruonsi».

O0s13aTEIBHOCTH KOHTPOJIS
[Ipennonaraer o00sA3aTENIBHOCT M CBOEBPEMEHHOCTb  BBISBICHUS U

IpecedYeHus: TOMBITOK HAPYIICHWS YCTAHOBJIEHHBIX TMPaBWI OOCCIICUCHUS
6e3onacHocti [IJIH Ha OCHOBE HCHONB3YyEeMBIX CHCTEM U CPEACTB 3alllUTHI
uHGOpPMAIIMK TPU  COBEPIICHCTBOBAHMM KPUTEPHEB U  METOJIOB  OLEHKH
3G (HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTponb 3a AesTenbHOCTHIO JIFOOOTO MOJB30BATENS, KaXKIOTO CPEACTBa
3alMThl U B OTHOIICHUH JII0OOOTO OOBEKTA 3aIIUTHI JIOJDKEH OCYIIECTBISATHCA Ha
OCHOBE MPUMEHEHHS CPEACTB ONEPATUBHOTO KOHTPOJS U PETUCTPALUU U JOJIKEH
OXBaTbIBaTh KaK HECAHKIIMOHHUPOBAHHBIE, TAK M CAHKIHWOHUPOBAHHBIC JECHCTBUS

OJIL30BATEJIEN.
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6 Mepsbl, MeTOABI U CpeCTBA 00ecneYeHns: TpedyeMoro ypoBHs
3alUIEHHOCTH

O6ecrnieuenue TpeOyeMOro ypoBHsI 3aIIUIIEHHOCTH TOTKHOCTH JOCTUTAThCS
C WCIIOJIb30BAaHMEM Mep, METOJOB M CPEIACTB Oe30macHOCTH. Bce Mepsl
obecneuenus: 6ezonacHoctu UCIIJIH nonpazaenstorcs Ha:
*  3aKOHOJaTeJbHbIE (IIPABOBHIC);
*  MOpPaJIbHO-3TUYECKHC;
*  OpraHW3aIMOHHBIC (aIMUHUCTPATUBHEIC);
*  (usmyeckue;

° TCXHHUYCCKHC (aHHapaTHLIC )41 HpOFpaMMHBIG).

3akoHomaTeqbHbIE (IPABOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alIUThl OTHOCSATCS JACHCTBYIOLIHE B CTPAHE 3aKOHBI,

yKa3bl 1 HOPMaTHBHBIE aKThl, periaMeHTHpyrolue npasuia odpamienus ¢ [1/1H,
3aKpeIUIAIONINE TIpaBa U 0053aHHOCTH YYaCTHUKOB MH(DOPMAIMOHHBIX OTHOIIEHUHN
B Tmpolecce ee 0OpabOTKM M MCIOJIb30BaHUS, a TaKKE YCTAaHABIMBAIOIIHME
OTBETCTBEHHOCTh 32 HAPYIICHUS OTUX TMPABWI, MPEHSATCTBYS TEM CaMbIM
HENpaBOMEpHOMY Hucnonb3oBaHuio [IJIlH w  sBistonIuecs CAEPKUBAIOIINM
(bakTOpOM ISl MOTEHIIMATBHBIX HAPYITUTEICH.

[IpaBoBbIE  MEpBI  3alUTBl HOCAT B  OCHOBHOM  YIIPEKJIAOLINM,
npo(UIaKTHYECKUI XapaKTep U TPeOYIOT MOCTOSHHON Pa3bsiCHUTEIHLHON pabOTHI C

IIOJB30BaTCIIIMU 1 06CJ'Iy>I(I/IBaIOIHI/IM IICPCOHAIIOM CHUCTCMBI.

MOpaJIbHO-3TI/I‘IeCKI/le MeEpPbI 3a1IUThI
K MOPAJIBHO-3THYCCKUM MCpPaM OTHOCATCA HOPMbI IIOBCACHHA, KOTOPBIC

TPAAUIMOHHO CIIOKHUIUCH UJIU CKJIAJBIBAIOTCS MO Mepe pacnpocTpaHeHus DBM B
CTpaHe WM oO0mecTBe. OTU HOPMbI OOJIbIIEH YacThl0 HE  SIBISAIOTCS
00s13aTeNIbHBIMU, KaK 3aKOHOJATENIbHO YTBEPXKIEHHbIE HOPMATUBHbBIC aKTHI,

OJHAaKO, HX HCCO6J’IIOI[CHI/IC BCACT OOBIYHO K MMagJCHUIO aBTOPHUTCTA, IIPCCTHIKA
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YeJIOBEKa, TPYIIbI UL WIK OpraHu3aiui. MopanbHO-3TUYECKUE HOPMBI OBIBAIOT
KaK HelucaHble (Hampumep, o0Ienpru3HaHHbIE HOPMbl YECTHOCTH, MATPUOTHU3MA U
T.I.), TaK W MHCaHbIE, TO €CThb O(POPMIICHHBIE B HEKOTOPBIM CBOJ (yCTaB) MpaBuI
WJIY NIPEANUCAHNM.

MopanbHO-3TUYECKHE MEpPbl 3aIUTHl SIBISIIOTCS MNPOPUIAKTUYECKUMHU U
TpeOYyIOT MOCTOSHHOM pabOThl MO CO3JaHUI0 3J0POBOIO MOPAIBHOIO KIMMaTa B
KOJUIEKTHBAaX TMoJpa3fenecHuil. MopalbHO-3TUUECKHE MEphl 3alIUThl CHIKAIOT

BCPOATHOCTb BOBHUKHOBCHHUA HCTATHBHBIX HeﬁCTBHﬁ CBs3aHHBIX C YCJIOBCUYCCKHUM

dbakTopom.
Opranu3anuoHHble (AIMUHUCTPATHBHBIE) MEPbI 3A1IUTHI
OpranuzanvioHHble (aAMUHUCTPATUBHBIC) MEPBHI 3alUTBl - 3TO MEPbI
OpraHMU3alMOHHOIO Xapakrepa, pErIAMEHTUPYIOIINE MIPOLIECCHI

dbyakuuonupoBanuss MCII/In, ucnons3zoBanue pecypco MCIIH, nesarenbHOCTh
00CITY>KMBAIOIIETO MEepCoHaNa, a TaKXKe MOPSI0K B3aUMOJIEHCTBUSA MOJIb30BATENEH
¢ HUCII[In Ttakum oOpa3zoM, 4TOOBI B HaWOOJbIIEH CTENECHH 3aTPyAHUTH WM
UCKJTIOYUTh BO3MOXKHOCTh PEaM3alii yrpo3 0€30MacHOCTH WK CHU3HUTH pa3Mep
NOTEPH B CIIy4Yae UX peaIM3alUH.

['maBHass 1enp aIMUHHUCTPATHUBHBIX Mep — cdopmupoBath llomuTuky
uHdopmanronHoii Oe3zonmacHoctu II/[H (oTpaxkaromyro TOAXOAbI K 3alluTe
uH(popMaIi) U 00eCTICUUTh €€ BHITIOJIHEHHE, BBIJCISIST HE0OOX0AUMbIE PECYPCHI U
KOHTPOJIUPYS COCTOSIHUE JIEIL.

Peanuzanms [lonutuku mndopmarmonHoii 6ezonacHoctu I1/In B8 MCIIn
COCTOSIT U3 M€p aIMUHUCTPATUBHOT'O YPOBHS U OPraHU3AIMOHHBIX (IIPOIEAYPHBIX)
Mep 3aluThl HHpOopMaIuu.

K aagMuHHCTpaTMBHOMY ypOBHIO OTHOCSTCA PEUIEHHUS PYKOBOJICTBA,
3aTparuBatonue aeareabHocTh UCIIH B 1menoM. OTH pelleHus: 3aKpervisioTcs B
[Tonutnke mHdopmanronHoit 6e3onacHocTu. IIprumMepoM TakuxX pelIeHHl MOTYT

OBITh:
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*  TIPUHATHE pEmeHUs O (HOPMUPOBAHUM WM TIEPECMOTPE KOMIUICKCHOMN
nporpaMmbl obecrieueHust 6e3omacHocty I1/[H, onpeneneHne OTBETCTBEHHBIX
3a €€ pean3aIuio;

*  (dopmynupoBaHHE IIeJ€i, MOCTAHOBKA 3ajad, OMNpEJIeJICHUE HampaBICHUN
JIeITenbHOCTH B 00mactu 6e3onacHoctH I1/]H;

*  TPUHATHE PENICHUH IO BOMPOCAM peaju3allH MPOrpaMMbl OE30MACHOCTH,

KoTophlie paccMmaTtpuBatorcsi Ha ypoBHe OOO «POBEH-Pernons» B 11enom;

*  o0ecreueHre HOPMATUBHOM (MPaBOBOI) 6a3bl BOIPOCOB 0€30MACHOCTH U T.II.

[TonuTHKa BEpXHEr0 YpPOBHS JOJKHA YETKO OUYEPTUTH Cepy BIUSHUA U
OTpaHUYCHHS TIPH OTNpEeICHUH Iienei O0e3omacHoctr [1/IH, onpenenuTs KakuMH
pecypcamu (MaTepHalibHBIC, IIEPCOHAJ) OHWU OYIyT JOCTHUTHYTHI W HAWTH
pa3yMHBI KOMIPOMHCC MEXIy NpPHUEMIIEMbIM ypOBHEM O0€30MacCHOCTH U
dbyakuronanpHocThI0 MCII/IH.

Ha opranuzaiimoHHOM ypOBHE ONpENENSIOTCA MpOLEAypbl M IpaBuia
JOCTIKEHUs 1ene u pemeHus 3anay [lonutuku naopmanmoHHon 0e30MacHOCTH
IT/IH. DTy npaBuia ONpeaesstor:

*  KakoBa 00JacTh MPUMEHEHUS MOMUTUKH Oe3omacHocTy [1/]H;

*  KakoBbl pONMM M OOSI3aHHOCTH JODKHOCTHBIX JIMI, OTBEYAIOIIHE 3a
npoBe/icHue NoJuTUKU Oe3zomacHoctd IIJIH, a Takke UX YCTaHOBUTH

OTBETCTBEHHOCTD;
*  KTO umeer npasa gocryna K [1/]H;
. KaKHUMH MEPaMH U CpeACTBaMH oOecrieunBaeTcs 3ammuTa [1/1H;

° KaKMMH MCpPaMH N CpCACTBAMHA oOecrieunBaeTcs KOHTPOJIb 3a CO6J'IIOI[€HI/IGM

BBEJICHHOTO PEKUMa 0€30MaCHOCTH.

° OpFaHI/IBaHI/IOHHBIe MCPBbI JOJI’KHBI:
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NpeayCcMaTpuBaTh periamMeHT UH(QOPMAITMOHHBIX OTHOIIICHUM,
UCKIIIOYAIIUX  BO3MOYKHOCTh  HECAHKIMOHUPOBAHHBIX  JIEMCTBUM B
OTHOIIICHUU OOBEKTOB 3aIlIUTHI;

ONPENENIATh KOAJIUIMOHHBIE MW HMEPAPXUYECKUE TMPUHLMUIIBI U  METOBI
pasrpannyenus gocryna K [1/1H;

OMpeNeNaTh TMOPSAJOK paboThl C  MOPOrpaMMHO-MAaTeMaTHYECKUMH U
TeXHUYECKUMU (alllapaTHpie) CpPEJCTBAMU 3alllUThl M KPUIITO3AIMMUTHL U
JOPYTUX 3aIIATHBIX MEXAHU3MOB;

opranuzoBaTh Mepbl nporuBoAeicTBuga HCJl mosb3oBaTensiMu Ha 3Tamax
ayTeHTU(UKAIIUA,  aBTOpU3AlUM, WJACHTH(UKAIMUA, OOECIEeYnBAIOIINX
rapaHTuu peanuzauumn 1paB u OTBETCTBEHHOCTH CyOBEKTOB

UH(GOPMAIIMOHHBIX OTHOIIICHUH.

OpI’&HPB&[IPIOHHBIG MCPBI JOJIKHBI COCTOATH U3!:

pernamenTa goctyna B nomenienns UCIT/IH;

NopsiIKa JOIMYyCKa COTPYIHHMKOB K ucrnonb3oBaHuto pecypcoB UCIIIn OO0
«POBEH-Perunons»;

periaMeHTa MpoLeccoB  BeJAeHUss 0a3 JaHHBIX H  OCYIIECTBICHUSA
MoauGUKAIIMA HHPOPMAITMOHHBIX PECYPCOB;

periiaMeHTa MpOIeCCOB OOCTY>KMBAHHS W OCYIIECTBICHUS MOIUDHUKAIIUU
anmnapaTHbIX U nporpamMHubIX pecypcoB UCII/IH;

uHCcTpykiuid  moaw3oBareneit  MCIIAn  (agmunuctparopa  UCII/H,
aaAMUHUCTpaTopa Oe3omacHocTH, onepatopa UCIIIH);

MHCTPYKILHH MOJIB30BATENS IPYU BOSHUKHOBEHUU BHEIITATHBIX CUTYALIU.
UHCTPYKLIHUH IO Pa3MEILICHUI0, 00OpYJOBAaHUIO U OXpPaHE IMOMELICHUM, Tle
XPpaHSTCS NMEPCOHAIbHBIE JAHHBIE, MO XPAHEHUIO NMEPCOHAIBHBIX JaHHBIX Ha
OYMa)KHBIX HOCUTEJSX U MOPSAKY paOOThl UCIOIHUTENEH C NEPCOHAIbHBIMU

JaHHBIMH Ha 6YM3)KHBIX HOCHTCIIAX I/IH(l)OpMaI_[I/II/I.
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Puznyeckne Mepbl 3alUTHI
@dusnyeckue Mepbl 3allUuThl OCHOBAaHBI HAa MPUMEHEHUU pPa3sHOIo poja

MEXaHUYECKUX, AJNIEKTPO- WM DJIEKTPOHHO-MEXaHMUYECKUX YCTPOMCTB U
COOpPY)XKEHUH, CIEUHATbHO TMpeJHAa3HAYEHHBIX ISl CO3JaHus (PU3HMUYECKUX
MPENATCTBUN Ha BO3MOXXHBIX MYTSX MPOHUKHOBEHUS U JIOCTyNa MOTEHIMAIBHBIX
HapyLIUTeNed K KOMIIOHEHTaM CUCTEMBI W 3allMilaeMol MHGOpMAIUU, a TaKXKe
TEXHUYECKUX CPEJCTB BHU3YyaJIbHOTO HAOJIOJICHMS, CBS3U W  OXpPaHHOU
CUTHAJIU3aIINH.

dusnyeckas 3amuTa 3JaHUN, TOMENIeHUW, OOBEKTOB U  CPEJICTB
uH(pOpMaTHU3aIUU JTOJDKHA OCYIIECTBISITHCS nyTeM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IMOCTOB OXPaHbI, C MOMOIIBI0 TEXHUYECKUX CPEJICTB OXpPaHbI
WK JIOOBIMH JPYTUMH CIIOCOOaMU, TPEJAOTBPALIAONIMMHU WM CYIIECTBEHHO
3aTPYAHSIOIIMMU TPOHUKHOBEHUE B 3/1aHUE, IMOMEUIEHUS TMOCTOPOHHUX JIUII,
XHIlleHne WH(GOPMAIIMOHHBIX HOCHUTENEH, caMuX CpelcTB HHOpMaTU3aIiH,
UCKJTIOYAIOIMMH HAXO0XJIEHWE BHYTPH KOHTPOIHPYEMOUN (OXpaHSIEMOW) 30HBI

TCXHUYICCKUX CPCACTB PA3BCAKHU.

AnnapaTHo-nporpaMMHbie cpeacTsa 3amuThbl [T H
Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEpPBI 3alIUThl OCHOBAaHbI Ha

UCIIOJIb30BAHUM PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CHELHAIBHBIX MPOTPaMM,
Bxoasuux B coctaB MICII/IH 1 BRIMOTHAOIIMX (CAMOCTOSITENBHO WM B KOMILIEKCE
C IpYTUMU CpefCcTBaMU) (PYHKIMH 3amUTHl (MACHTHU(PUKAINIO U ayTeHTU(DUKAIUIO
MOJIb30BATENICH, pa3TpaHUYCHUE JOCTyIa K pecypcaM, pPEerucCTpaiuio COOBITHH,
KpunTorpadguueckoe 3aKpbiTie HHpOpMAIUY U T.11.).

C yuyeTom BcexX TpeOOBaHMI U MPUHIMIOB obecniedeHus O6e3onacHocT I1/1H
B UCII/IH mo Bcem HampaBJICHUSM 3allUTHl B COCTAB CUCTEMBI 3aIUTHI JOJKHBI
OBITH BKJIFOUCHBI CIICAYIONINE CPEICTBA:
*  cpencrsa UACHTU(DUKALUA (onmo3HaBaHUA) u ayTeHTU(UKaInun

(moaTBEepKASHMS TTOJTMHHOCTH) nosib3oBaTene MCITIH;
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CpPEeACTBa pasrpaHUYEHUs JOCTyIa 3aperUCTPUPOBAHHBIX IOJI30BATEIIECH

cucteMsl Kk pecypcam UCIIIx OO0 «POBEH-Pernonsi»;

cpenctBa oOecreueHuss U KOHTPOJS UEJNOCTHOCTH MPOTrpaMMHBIX U
UH(OPMAIIMOHHBIX PECYPCOB;

CpelICTBAa ONIEPATUBHOTO KOHTPOJISI U pErUCTpallii COOBITUN 0€301acHOCTH;
kpunTorpapuyeckue cpeactna 3auuThl [1/H.

Ycneninoe NPUMCHCHUEC TCXHUYCCKUX CPCACTB 3alIUTbl HA OCHOBAHHUU

IMPUHIIUIIOB (pa3z[en 5) npearojiara€T, 4TO BBIMMOJHCHUC IMCPCUHHUCICHHBIX HHUKE

TpeOOBaHUN 00eCceYeHO OpraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMH) MEPaMU U

HNCIIOJIb3yCMbIMHU (1)H31/I‘ICCKI/IMI/I CpCACTBAMU 3allIUTHI:

obecnieueHa usndeckas 1ejI0cTHOCTh Bcex koMmmnoneHT UCIT/IH;

KaKIbIH coTpyaHuk (monb3oBatens MCIIJIH) wam rpynma mojs3oBaTeneit
UMEET YHUKAIbHOE CHCTEMHOE HUMS W MHUHUMAJbHO HEOOXOIUMBIEC ISt
BBIMIOJTHEHUSI UM CBOMX (DYHKIIMOHAJBHBIX OO0S3aHHOCTEH IMOJHOMOYHS IO
JOCTYILY K pecypcaM CHCTEMBI,

B UCIIIn OOO «POBEH-Pernons» paspaboTka W OTIaaKa MporpamMm

ocymectigeTcs 3a npenenamu UCII/IH, Ha UCTIBITaTEILHBIX CTEHIAX;

BCE M3MEHEHUs KOH(PUTYpaIlMU TEXHHUUYECKUX M TPOrPAaMMHBIX CPEJICTB
NCIIIx npou3BOAsSTCA CTPOrO YCTAaHOBICHHBIM MOPSIKOM (PETUCTPUPYIOTCS
U KOHTPOJIMPYIOTCSI) TOJIBKO HAa OCHOBAHUU PAaCHOPSHKEHUN PYKOBOJCTBA
OO0 «POBEH-Pernonsn»;

ceTeBoe 000py0BaHKE (KOHIEHTPATOPbI, KOMMYTaTOPbI, MAPIIPYTU3ATOPHI U
T.I.) pacmojiaraercss B  MeCTaX, HEJOCTYNHBIX IS TOCTOPOHHUX
(ceruanbHBIX MOMEIICHUSX, MKadax, u T.11.);

crienmanuctramu OOO «POBEH-Pernonsl» oCyIecTBISIETCS HEMPEpPhIBHOE
yOpaBi€HUE U aIMUHUCTPATUBHAS MOJJEPKKa (YHKIIMOHUPOBAHUS CPEICTB

3aIIUTHhI.
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7 Kourpoasb 3¢pdexrunoctu CIIIn

Koutpones »sddextuBnoctn C3II[AH gomxkeH ocyliecTBiseTcss Ha
nepuoauyeckoil  ocHoe. Llenpto  koHTposnst  3(PPEKTUBHOCTH  ABISETCS
CBOEBPEMEHHOE  BBISBIICHHE HEHaaJexamux pexumoB pabotel  C3IIJ(H
(oTKIIOYCHUE CpEICTB 3aIUTHI, HapyllIeHue PEKUMOB 3aIIUTHI,
HECAHKI[MOHUPOBAHHOE M3MEHEHHE pEeXWMa 3allUThl W T.I.), a TaKxke
NPOTHO3MPOBAHUE M  MPEBEHTHUBHOE pPEarupoBaHUE HA HOBBIE  YIpO3bl
oe3onacuoctu I1/1H.

KoHTpons MOXET TPOBOJMTHCS KaK aJIMHUHUCTpaTOpaMH O€30MacHOCTU
UCTIln  (omepaTuBHBI  KOHTpPOJAb B  mpolecce  HMHPOPMALMOHHOTO
B3aumopeiicteuss B MCIIJIH), Tak W TpUBICKAEMBIMH JJII OTOH IEJH
KOMIIETEHTHBIMUA  OpPraHu3alMsIMM, HWMEIONMMHU JIMIEH3UI0 HAa 3TOT BHUJ
nearenbHocT, a Takke DPCTOK Poccum m ®Chb Poccum B mpenenax Hx
KOMIICTCHIIUH.

KoHTpob MOXKET OCYIIECTBIATHCS aIMUHUCTPATOPOM OE€30I1TaCHOCTH KakK C
MIOMOIIBIO IITAaTHBIX CPEACTB CHUCTEMBbI 3amuThl [[/[H, Tak W C TTOMOIIBIO
CIIEUAIBHBIX IIPOTPAMMHBIX CPEACTB KOHTPOJIA.

Onenka 3¢ dextuBHOCTH Mep 3amuThl [IJ{H MpoBOAUTCS ¢ MCIIOIB30BAaHUEM
TEXHUYECKUX W MPOrPaMMHBIX CPEIACTB KOHTPOJISI Ha MPEIMET COOTBETCTBUS

YCTAaHOBJICHHBIM Tpe6OBaHI/I$IM.
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8 Cdepsbl oTBeTCTBeHHOCTH 32 Oe3omacHOCTH I1/{H

OTBETCTBEHHBIM 3a pPa3padOTKy Mep M KOHTPOJb Haja obOecreyeHueM
0e30MacHOCTH MEPCOHANIBHBIX JaHHBIX sBisieTcss pykoBoacTBo OOO «POBEH-
Pernonspi». PykoBomuTenb MOXKET JAE€IEerupoBaTh 4YacTb IOJIHOMOYMU IO
obecrnieueHuI0 0€30MacCHOCTH EPCOHAIBHBIX JAHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOAMWTENS  BKJIKOYAET  CIEAyIOUIUE
HarpaBiieHus o0ecrieuenus 6ezonacHoctu [1]1H:

. [TnanupoBanue u peanuzaius Mep 1mo oodecnedeHuto o6e3onacuoctu [11H;

*  Anamms yrpo3s 6e3onacuoctu [1/1H;

*  Pa3paboTky, BHeIpeHHE, KOHTPOJIb MWCIOJHEHHS W TOJJepKaHue B
aKTyaJbHOM COCTOSSHUM TMIOJUTUK, PYKOBOJACTB, KOHUEILHM, MpOLEayp,
pPErIaMEHTOB, MHCTPYKLUHMA M APYTrUX OPraHU3alUOHHBIX JTOKYMEHTOB IO
oOecrieueHunto 6€30MacHOCTH;

*  OOyuenue u uadpopmupoBanue nosp3onarenein UCIIJIH, o mopsiake paboThI ¢

[1JIH 1 cpeacTBaMM 3aIUTHI;

*  IlpenorBpamieHue, BbISIBICHUE, pearnpoBaHUE U PAacCieOBaHUE HAPYIIECHUN
oe3zomacHoctr [1]1H.

[Ipun B3auMOJEMCTBUM CO CTOPOHHHMMH OpPraHHU3alUsIMU B CIy4dasX, KOrjaa
COTPYAHUKAM 3TUX OpraHU3aluil MPeJoCTaBISAETCS JOCTYI K OOBEKTaM 3allUThI
(paznmen 3), ¢ STUMU OpPTaHMU3AIUSAMU JOJDKHO OBITH 3akitoueHo «CoriameHue o
KoH(UIEeHIIaTbHOCTHY, Ju00  «Cornamenne O COOJIONIEHUH  pexuMa
oe3onacuoctu [1/[H npu BeimonHenun pador B MCIIIa». I[ToarotroBka THMOBBIX
BAPUAHTOB 3THUX corjameHuit ocymectBigercs topuctamu OO0 «POBEH-

Pervosny.
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9 Mopaeab HapymuTesi 0e30MacCHOCTH

Iloxg napymmrenem B OOO «POBEH-Pernonsr»  nonumaercs muno,

KOTOPOC B PE3YyabTaTC YMBINUJICHHBIX WJIWM HCYMBINIJICHHBIX I[CﬁCTBHﬁ MOXECT

HAHECTH yuepd 00beKTaM 3alUTHI.

Bce HapYHIUTCIIA OACJIATCA Ha ABC I'PYIIIIBL:

BHEIIIHUE HAPYIIUTEIU — PU3NUECKUE JIUIa, HE UMEIOIINE TTpaBa MpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJHUPYEMOU 30HBI, B MpeJesiax KOTOPOl pa3MeniaeTcs
o6opynoBanue UCII/IH, a Takxke xpausarcs [1[H Ha OyMakHBIX HOCUTENAX

BHYTPEHHUE HAPYIIUTEIU — (PU3NUECKHUE JTUIA, UMEIOIIUE MPaBO NMPeObIBAHUS
Ha TEPPUTOPUU KOHTPOJHUPYEMOM 30HBI, B Ipejesiax KOTOPOl pa3MeniaeTcs
o6opynoBanue UCII/IH, a Takke xpausarcs [1/IH Ha OyMa)kKHBIX HOCHUTEIAX.

Knaccudukanus  Hapymwureneir  mpeictaBieHa B Mogenu  yrpo3s

0e3011acHOCTH MMCPCOHAJIbHBIX TdHHBIX.
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10 Moneans yrpo3 6e30nacHOCTH

Hna  HCIIIa OOO «POBEH-Pernons» BbIIEISIOTCS — CHEAYIOLINE

OCHOBHBIE€ KaTeTOPUH yIrpo3 OE30MaCHOCTH MEPCOHANTBHBIX JAHHBIX:

YTpo3bl OT YTEUKHU 110 TEXHUYECKUM KaHAJIAM.

VYTpo3bl HECAaHKIIMOHUPOBAHHOTO IOCTYMA K UH(OPMAIIIH.

Yrpo3sl yHUUYTOKEHUS, XxulleHus: annapatHbix cpenctBs MCIIIH HOcuTeneit
uHpopmaluu myreM puszudeckoro gocryna k anementam UCII/IH.

Yrpo3sl XUIIEHUS, HECaHKIMOHUPOBAHHOMN MoaU(pUKaAUN WIn
0JIokupoBaHUST HMHQOpPMALMA 32 CYET HECAHKIMOHUPOBAHHOTO JOCTYyNa
(HCH) c nmpuMmeHeHHEeM MPOrpaMMHO-AINIMAPATHBIX U MPOrPAMMHBIX CPEJICTB
(B TOM 4YHCIIe TPOrPAMMHO-MATEMaTHUYECKUX BO3ICUCTBU).

Yrpo3sl HE NOPEIHAMEPEHHBIX JEUCTBUU TOJB30BATEICH MW HAPYIICHUN
oezonacHoctu ¢yukruonupoanus VCIIu u C3II[IH B ee cocTaBe mu3-3a
cO60eB B MPOrpaMMHOM OOECIIEYEHUH, a TaKKe OT yrpo3 HEAHTPOIIOTEHHOTO
(cboeB  ammapartypsl ~ W3-3a  HEHAJEKHOCTH  DJIEMEHTOB,  cOoeB
AJIEKTPONUTAHUS) U CTUXUUHOTO (YJapOB MOJHHUM, MOKApOB, HABOJHCHUN U
T.I1.) XapakTepa.

YTpo3bl IIpeITHAMEPEHHBIX JCUCTBUIM BHYTPEHHUX HAPYIIUTEICH.

yrpOBBI HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJIaM CBA3H.

Onucanue YI'po3, BCPOATHOCTh UX pCalin3allii, OIIACHOCTb U dKTYAJIbHOCTb

npcacTaBJICHbI B «MOI[GJ'II/I yIpos Oe30ImacHoCTH IICPCOHAJIbHBIX JAaHHBIX B

NCIIn».
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11  Mexanusm peanuzaunu Ilosoxxenus

Peamuzamusa  IlosoxeHuss  IODKHA  OCYLUECTBIIATBCA  HA  OCHOBE
MEPCIIEKTUBHBIX MPOIPAMM U IUIAHOB, KOTOPBIE COCTABIIIOTCA HA OCHOBAHUU U BO
HCIIOJIHEHUE:

*  (enepanbHBIX 3aKOHOB B o0OmacTu oOecreyeHUuss HMHOOPMAIMOHHON
0€30MacHOCTHU U 3alUThl HH(POPMAIINH;

e nocraHosieHui [IpaBurenscrBa Poccuiickoint Penepannu;

*  PYKOBOJAIIMX, OPraHU3allMOHHO-PACIOPSAUTENBHBIX M METOANYECKUX
nokymeHToB ®CTIK Poccuuy;

 mnorpednoctert UCII[Iln B cpencrBax  oOecrieueHHs  OE30MACHOCTH

uH(pOpMAITIH.
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12  Iopsiaok padoThl ¢ NEPCOHAIBHBIMM JAHHBIMHU COTPYAHMKOB

Oo6s13anHOCTH padoToaaresist

B nensx ucnonnenus TpeOoBaHMil 3akoHoAaTenbcTBa PO mpu obGpaboTke
MEPCOHANBHBIX JaHHBIX, BCE pAOOTHUKU YUPEKIEHUS JOJKHBI HUCIOJIHATD
YCTaHOBJICHHBIN MOPSA0K pabOThI:

PabGoTta ¢ mepcoHajsbHBIMM JAHHBIMU PAOOTHUKOB JOJDKHA HE HapylIaTh
TpeOoBaHMi 3akoHomarenbcTBa P@® U  JOKaNIbHBIX HOPMATHBHBIX aKTOB
OpraHu3allyu, U J0JKHA ObITh HEITOCPEICTBEHHO CBSI3aHA C OCYIIECTBICHUEM UMHU
CBOMX TPYJIOBBIX (DYHKIIHIA.

[Tpu cbope u 06paboTKe MEPCOHANBHBIX JAHHBIX PabOTHUKA paboTodaTelb
noJKeH pykoBoacTBoBaTecsd Konctutynmen PO, TpynoseiM kouekcoM PO u
UHBIMU (eiepaibHbIMU 3aKOHAMM.

IlepconanbHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HEMOCPEeICTBEHHO y Hero. Ecnu 1y o0paboTKHM ero JaHHBIX WIM UX MOJTY4YEeHHS
IpPUBJIEKAETCS TPEThbU JUIA, TO paOOTHUK MAODKEH JAaTh IPEIBAPUTEIBHOE
NUCbMEHHOE corjacue Ha 3T0. OJHOBpPEeMEHHO pPAOOTHUK JOJDKEH OBbITh
YBEIOMJIEH O LIENsAX cOOpa MHPOpMAIMK, UCTOYHHUKAX €€ MOJYy4YeHHs, a TaKkKe O
HOCJEACTBUSAX OTKa3a OT IMPEeNOCTaBIECHUs MUCBMEHHOIO corjacusi Ha coOop
uHbOopMaIIu.

[lepconanbHble aHHBIE PAOOTHHKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX U
UHBIX YOEXKICHHUSIX, YaCTHOM >KU3HU, a TaK)KE WICHCTBE B OOIIECTBEHHBIX U
npo(COIO3HBIX OpPraHu3alugX HE MOJJIekaT cOOpy OpraHu3alnuel, eciu MHOEe He
IIPELYCMOTPEHO 3aKOHOAATEIILCTBOM.

3ammTa MEpCOHANbHBIX JAaHHBIX pPAaOOTHHKA JOJDKHA 00ecreynBaThCs
IIOJIHOCTBIO 3a cueT paboToxares.

VYupexaeHnue npu npueMe Ha padoTy, a TaKKe NPHU JHOOBIX M3MEHEHHSX
IpaBuJl pabOThl C NMEPCOHAJIBHBIMU JAAHHBIMH OO0S3aHO MHUCBMEHHO 3HAKOMMTH C

HUMH BCEX paOOTHHUKOB.
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VYupexaeHue He UMEET MPaBO NPHUHYXKAATh pAOOTHUKOB K OTKa3y OT CBOMX

MpaB Ha 3alIUTy NEPCOHABHBIX IAHHBIX.

O0s13aHHOCTH PA0OTHHKA
PaGotHuk 00s3aH:
[lepenate paboTomarento Bce TMEpPCOHAJbHBIC JJAaHHBIC, YKa3aHHbIC B
COOTBETCTBYIOIUX TOKYMEHTAX.
B ycraHoBieHHBI mpaBujiaMH CpPOK cooOuiath paboTojaTtento 00

N3MCHCHHUHN CBOUX IMMCPCOHAJIBbHBIX TaHHbIX.

Ilepenaya mepcoOHATbHBIX JAHHBIX
[Ipy ocymIecTBICHUM TIEpPe/ayd IEePCOHAIBHBIX JIAHHBIX pPaOOTHHKOB

TPETHUM JIMLIaM paboToaaTens 00s3aH:

— He cooOuaTh TMEepCOHANbHBIE JaHHbIE O0€3 TOJYyYEHHOTO MHUChbMEHHOIO
corijacusi pabOTHUKA, KpOME CIydyaeB, Korja Takue OO0sS3aHHOCTHU
YCTaHOBJICHBI 3aKOHOIATENbCTBOM;

—  He mepeAaBaTh IMEPCOHANIBHBIC JaHHbIE PaOOTHUKA JJI HUCIOJB30BAHHS B
KOMMEPYECKHUX 1EIISX;

—  TpeboBaTh OT TPETHUX JIMI] COOJIFOACHUS TPAaBUI PabOTHI ¢ TIEPCOHAIBHBIMHU
JaHHBIMH, a TakXKe TMPEJOCTABICHUS MHUCHMEHHOTO TIOJTBEPKIACHUS
UCTIOJIb30BaHMS TIEPCOHATBHBIX JAHHBIX B TIOPSAJKE, MPETYCMOTPEHHBIX
HACTOSIIIIUM TOJIOKEHUEM O 3aIIUTE MEPCOHATBHBIX TAHHBIX;

—  JaBaTh JOCTYH K TMEpPCOHAIBHBIM JI@HHBIM TOJBKO JIUIAM, HWMEIOIIUM
COOTBETCTBYIOIUN JTOMYCK W HCIONB3YIOMUX WX TOJIBKO JIJISi BBITTOJTHCHHSI
KOHKPETHBIX TTOJTHOMOYHIA;

— He wucTtpeboBaTh HHOOPMAIIMIO O COCTOSHHH 3J0pOBbS paOOTHHKA, 3a
WUCKITIOUCHWEM JaHHBIX, KOTOpPhIE MOTYT TIOBJIUSATh Ha HCIOJHEHUE

PabOTHUKOM CBOMX TPYAOBBIX 00sI3aHHOCTEHA.
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3ammTa nepcoHAJbHBIX JaHHBIX PA00THUKA

B pamkax peanuzanuu TyHKTOB HacTosimero IlonoskeHuss o 3amure
MEePCOHAIBHBIX TAHHBIX PAOOTHUKOB, PYKOBOJIUTENb YUPEKIACHUS U3AACT IPUKaA3 O
Ha3HAYEHUW JIMIa, OTBETCTBEHHOTO 3a COOJIOJIEHHE Tmopsjaka paboThl C
NEePCOHAIBHBIMU JJAHHBIMU PAOOTHUKOB, HA KOTOPOM JIekKaT BCE OOS3aHHOCTH TIO
obecrieueHUI0 KOH(DUICHITMATLHOCTH MOJYYEHHBIX JaHHBIX, a TAK)XKE OpraHu3aluu
paboThI C HUMH.

[Tepenaya urpopmauu TPOUCXOAUT TOJIBKO B MUCHBMEHHOM BHJE. 3arpoc
JIOJDKEH OBITh CJieJlaH B MHChbMEHHOM BHUJIE C YKa3aHHEM BCEX PEKBU3UTOB JIMIIA,
3anpammuBaroniero uHpopmanuw. OTBET NOHKEH OBITH cliellaH Ha (PUPMEHHOM
OJlaHKe Y4YpeKJIeHUs M OTIpaBieH JHOO0 KyphepCKOMl Ciyx 0o, TuO0 3aKa3HbIM
TUCHMOM.

Bce monydyeHHbIe TMepCOHANbHBIE aHHBIE JOJKHBI XPAHUTHCSI B MECTE,
UCKJTIOYAIOIIEM HECAaHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIUII.

DNEeKTpOHHbIE HOCUTENH HMHPOPMAlUM, JOJKHBI OBITH  3aAIUIICHBI

KpUInTorpaduuecKuMU CPeJCTBAMHM 3alUThl HHPOpMaITIH.

OTBeTCTBEHHOCTH 32 pa3rjiamieHue HHGOpMaLMU, CBA3aAHHOM C

nepCcoHaJbHbIMHA JAHHBIMHA paﬁoTHmca

JIuna, npu3HaHHbIE BUHOBHBIMU B HApPYLIEHUHM TPEOOBAHUN HACTOSIIETO
[lonoxkeHust o 3amUTEe MEPCOHANBHBIX HAaHHBIX PAOOTHUKOM, NPUBJIEKANOTCA K
OUCLHUIUIMHAPHOW, aJMHHUCTPATUBHOM, TPaXKJAHCKO-IIPABOBOM M YrOJOBHOM
OTBETCTBEHHOCTH, B MOPSAKE, NPEAYCMOTPEHHOM 3aKOHOJATEeNbCTBOM PD un

JIOKAJIbHBIMHU HOPMATHUBHBIMH aKTaMMH.
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13  Iopsimok padoThl C NEPCOHATBHBIMH JAHHBIMM KOHTPAT€HTOB U
KJINCHTOB

IMopsinok mosyuyeHusi 1 00PadOTKH NMEPCOHATBHBIX JAHHBIX
KOHTPAareHTOB U KJIMEHTOB

Ilog 00paboTKoOi 11 TMIOHUMAETCS MIOJIYYEHHUE, XpaHEHue,
KOMOUHHMpOBaHHE, Tepejada Uiu Jr00e IPYyroe HCIOJIb30BaHUE MEPCOHATBHBIX
JTAHHBIX KOHTPAreHTOB U KJIMEHTOB.

Pabora ¢ mepcoHanbHBIMU JaHHBIMU KOHTPAareHTOB W KJIIMEHTOB JOJKHA HE
HapymaTh TpeOoBaHMI 3akoHOJaTeNbcTBA PD M OKaIbHBIX HOPMATHUBHBIX aKTOB
OpraHU3aIlvU.

Hcnonp3oBanne nepcoHaNIbHBIX JAHHBIX BO3MOXHO TOJIBKO B COOTBETCTBUU
C ULEsMH, ONPENEIUBIIMMHU HMX MOdy4dyeHHe. llepcoHallbHbIE [aHHBIE HE MOTYT
OBITH UCTIOB30BAHBI B IEJIAX MPUYNHEHUS UMYIIIECTBEHHOI'0 1 MOPAJIbHOTO Bpe/a
rpakjaaHaMm, 3aTpyJHEHMs pealu3alud mpaB U cBoOoja TpaxaaH Poccuiickoit
denepanuu.

[Topsimox 00pabOTKU MEPCOHATBHBIX JIAHHBIX HAa OYMa)KHBIX MaTePHAIbHBIX
HOCUTENSIX periaMeHTHpoBaH «WHCTpyKIMEN 1O XpaHEHUIO MEePCOHAIBHBIX
JAaHHBIX Ha OyMaXXHBIX HOCHUTENSX M TIOPSAAKY palOOThl HUCHOJHUTENEH C
MEPCOHATBHBIMU  JAHHBIMM Ha  OYMaXXHBIX HOCUTENSX  HH(OpMaIum»,
YTBEPKAECHHON PYKOBOJIUTEIIEM.

O6paboTka MEePCOHANBbHBIX JAHHBIX B ABTOMATH3UPOBAHHBIX
WH(OPMAITMOHHBIX CUCTEMaX OCYIIECTBIISICTCS HA OCHOBAHUY PsZIa YTBEPKIECHHBIX

PYKOBOJUTEIEM HWHCTPYKIMH, pPEriaMeHTUPYIOMIMX OO0pabdOTKy MNEepCOHATbHBIX

naaabix B UCIT/IH.
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JocTyn K nNepcoOHATIbHBIM JAHHBIM

BuyTpennuii noctyn (IOCTyn BHYTPH OpraHu3alii) OmpeaesiseTcs
MEepPeYHeM JIMI, UMEIOIIUX JOCTYN K MEPCOHAIbHBIM JaHHBIM KOHTPAreHTOB U
KJIMEHTOB, OIPEAEIISIeTCs] MPUKa30M PYKOBOJIUTENS.

Buewmnuii nocrym:

K umcnmy MaccoBblXx mnoTpeOuTeNneld MepCOHANbHBIX JAaHHBIX  BHE
OpraHu3allid MOKHO OTHECTHU TOCYAAPCTBEHHbIE (PYHKIMOHAIBbHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCIEKIIUH, MPAaBOOXPAHUTENIbHBIE OpraHbl, OpPraHbl CTAaTHCTHUKH,
BOCHKOMAThl, OpTaHbl COIMAIBHOTO CTPAXOBaHUSA, TEHCHOHHBbIE (OHJBI,
noJipa3iejeH!s] MyHUIIMTIAIBbHBIX OPTAaHOB YIIPABJICHHUS;

Han30pHO-KOHTpONIBHBIE OpraHbl UMEIOT JOCTYI K MH(OpPMAalMM TOJIBKO B

cdepe cBOei KOMIETEHIIUH.

IIpaBa 003aHHOCTH M OTBETCTBEHHOCTH Cy0OBEKTA MEePCOHATIbHBIX
JAAHHBIX

3akperuieHue MmpaB CyObEKTOB MIEPCOHATBHBIX TAHHBIX, PETIAMEHTUPYIOITUX
3alIUTy €ro TICPCOHANBHBIX JIAHHBIX, OOCCIICYMBACT COXPAHHOCTH TIOJTHOH W
TOYHOUN MHGOPMAIIMH O HEM.

B memsx 3amuThl TEpCOHATBHBIX JIAHHBIX KOHTPAreHTHl (3aKOHHBIC
MIPEICTaBUTEINN) UMEIOT MIPaBo:

- TpeOOBaTh WMCKIIOYCHUS WIIM HWCIPABICHUS HEBEPHBIX, WIJIW HETOJIHBIX
MEPCOHATBLHBIX JIAHHBIX, CBOOOHBIN OECIUIATHBIN JOCTY K CBOMM MEPCOHATBHBIM
JaHHBIM, BKJIFOYAs MPABO HA TMOJTyYeHHWE KOMWU HOBOM 3amluCH, COEpKaIiei
MEPCOHATLHBIC IAHHBIE;

- OTpEeNeNsITh CBOWUX MPEACTABUTEICH JUIsl 3aIMTHl CBOUX IEPCOHAIBHBIX

JAHHBIX Ha COXPAHECHUE U 3aLIUTY CBOEH JTUYHOM TalHBI.
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IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHAIbHBIX
JAAHHBIX

[lepconanbHass OTBETCTBEHHOCTh - OJIHO M3 TJABHBIX TpeOOBaHUU K
opraHuzanuu (yHKIIMOHUPOBAHUS CUCTEMBI 3alUThI IEPCOHATLHON MH(OpMaALIUU
1 00s13aTeNIbHOE ycaoBue obecneueHus 3PpGheKTUBHOCTU STON CUCTEMBI.

Opuanueckue u (Qusnueckue M@, B COOTBETCTBUM CO CBOMMH
MOJIHOMOYHSIMH, BIIAJCIOIKe HHPOpMaIMed o TpaxkaaHax, IMOJy4yalllnue u
UCIOJIb3YIOIINE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuu 3a HApyIMICHUE PEKUMA 3aIIUTHI, 0OPaOOTKH U TOPSIKa
UCITIOJIb30BaHUS ATOM MH(MOPMAIIUH.

PykoBomutenb, paspemamimuii  JOCTyn COTPYJAHHKA K JIOKYMEHTY,
CoJIepKallleMy TIEPCOHAJIbHBIC CBEJCHUS KOHTPAreHTOB M KJIMEHTOB, HECET
NEPCOHATIBHYIO OTBETCTBEHHOCTD 32 JAHHOE pa3pelleHue.

Kaxnpiii coTpyAHUK OpraHu3alyy, MOJy4Yarolmuid s paboThl JOKYMEHT,
coJlep Kallluii IepCOHAIbHBIE JAHHBIE, HECET €IMHOJIMYHYI0O OTBETCTBEHHOCTDH 3a
COXPAHHOCTh HOCUTEJSI K KOHPUACHIIMAIBHOCTh HH(DOpMAIUH.

JlomyCck K TEepCOHaIbHBIM JAHHBIM KOHTPAareHTOB W KJIMEHTOB JPYTUX
COTPYIHUKOB paboTOaTeNs, HE UMEIOITUX HaJJIekKAITUM 00pa3oM o(pOPMIICHHOTO
J0CTyTa, 3aMPEIIaeTCs.

Ilepenaya (0OMEH M T.[.) MEPCOHATBHBIX JAHHBIX MEXKIY MOAPa3aeICHUIMHI
OCYLIECTBIISIETCS. TOJIBKO MEXAY COTPYJHHUKAMH, MMEIOIUMHU JOCTyH K
MEPCOHATbHBIM JaHHBIM KOHTPAareéHTOB U KJIMEHTOB.

3a HEUCIHOJHEHUE WM HEHAJIe)Kalllee HCIOJIHEHHE PAOOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX HAa HETO OOS3aHHOCTEH MO COOJIOEHUI0 YCTaHOBJICHHOTO
nops/ika paboThl CO CBEEHUSIMH KOH(MDHICHIIMATHLHOTO XapakTepa padoToaaTeNb
BIIpaBe MNPUMEHATH NpeaycMoTpeHHble TpyaoBbiM KojaekcoMm AMCHUIIIMHAPHBIE

B3bICKAHM.
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14  OcobenHocTH 00pPadOTKM NMEPCOHATBHBIX JAHHBIX 0€3 HCIOJb30BaAHUS
CPeICTB aBTOMATH3AIUH

IIpu HEaBTOMATU3HPOBAHHOM 00paboTKe pa3InYHBIX KaTeropum
MEPCOHANBHBIX  JaHHBIX JOJDKEH UCIONb30BAaThCA  OTACNbHBI  MaTepuaibHbINA
HOCHUTENb IS KaXJI0M KaTeropuu NePCOHAIbHBIX JaHHBIX.

[Ipy HeaBTOMATHU3MPOBAHHONW 00pPaOOTKE MEPCOHANBHBIX TAHHBIX HA

6YMa)KHBIX HOCHUTCIIAX:

— HE nomyckaerca (ukcamusi Ha OJTHOM OyMa)XHOM HOCHTEJIE
NEPCOHAJBHBIX  JAHHBIX, eI  o0pabOTKM  KOTOPBIX  3aBEAOMO
HECOBMECTHUMBI;

—  TIepPCOHAJbHBIC JIAHHBIC JOJDKHBI 000COOIATBCA OT WHOW MH(OpMAaIuu, B
YaCTHOCTH IIyTeM (UKCAIMK UX Ha OTICIBHBIX OYMaKHBIX HOCHUTEISX, B
CTEIMANFHBIX pa3fienax WM Ha Moysix popM (OJIaHKOB);

—  JIOKyMEHTHI, CofiepXKallre NMepCOHANbHbBIC NTaHHbIe, GOPMHUPYIOTCI B  Jena
B 3aBHUCHMOCTH OT IIeJTH 00PaOOTKH MEPCOHATBHBIX TaHHBIX;

— Jema  C JOKYMEHTaMH, COJEp)KallUMHU TIePCOHAIBHBIC aHHBIC, TOJIKHBI
UMETh BHYTPEHHHE OIMCH JIOKYMEHTOB C yKa3aHHEM IeJIn 00padOTKH M
KaTEeTOpPHH MEPCOHATBHBIX JTAaHHBIX.

JIOKyMeHTBI (HOCUTENH uH(popMaIK), COAEpXKAIIhe MEePCOHATBHBIC
JaHHBIC, JOJDKHBI XPAHUTHCA B  CIYKEOHBIX MOMEIICHUSIX B HAJEKHO
3amMpaeMbIX U ONeYaThiBaeMbIX mkadax (ceidax).

YHuUYTOXKEHHE WIH 00e3TWYMBAHUE YaCTHU MEPCOHAIBHBIX JAHHBIX, ECIH
ATO JIOMYCKAETCS MAaTePUATBHBIM HOCUTEIIEM, MOKET MPOU3BOJIUTHCS CIIOCOOOM,
MCKITIOYAIOIIUM JATbHEHITYI0 00pabOTKy STHX NEPCOHATBHBIX JaHHBIX, C
COXpaHEHHEM BO3MOXHOCTH OOpabOTKHM WHBIX JaHHBIX, 3a(DUKCUPOBAHHBIX HA

MAaTCpUAJIbHOM HOCHTCIIC.
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[Ipn HECOBMECTUMOCTH LeJell O0O0pabOTKM NEepCOHANbHBIX JIAHHBIX,
3a(UKCUPOBAaHHBIX HA OJHOM MaTe€pUAIbHOM HOCUTEJE, €CIM MAaTepuaIbHbINA
HOCHUTENIb HE  MO3BOJISIET OCYIIECTBIATH  OOpaOOTKY MEPCOHANBHBIX JaHHBIX
OTJEIBHO oT Apyrux 3apUKCHUPOBAHHBIX Ha TOM XKe HOCHUTele
MEPCOHATBHBIX JAaHHBIX, JODKHBI OBITh TNPUHSTHI Mepbl MO O00ECHeYeHHIO
paszenbHoil  00pabOTKU NEPCOHATBHBIX JaHHBIX, B YACTHOCTU:

—  1pu HE00X0IMMOCTH UCIIOJIb30BAaHUSl WJIM  PACTIPOCTPAHEHUS
OTpEJICIICHHBIX MEPCOHANIBHBIX JAHHBIX OTACIBHO OT HAaXOMASIIMUXCS  Ha
TOM  JK€ MaTepuajlbHOM HOCHUTENE  JPYTUX  MEePCOHATBHBIX JAaHHBIX
OCYIIECTBIISIETCS KOIMPOBAHUE TEPCOHAIBHBIX JaHHBIX, MOJJIEKAIINX
pacnpoCTpaHEHHUIO WIM  HUCHOJB30BaHUIO, CIOCOOOM, HCKIIIOYAIOIINM
OJIHOBPEMEHHOE  KOMUPOBAHME MEPCOHAIBHBIX JAHHBIX, HE MOJJIEKAIINX
pacnpocTpaHEHUIO U UCTIOJIb30BAaHUIO, U UCIIOJIb3YETCS
(pacnpocTpaHsieTcs) KOIusl NEPCOHAIBHBIX JTaHHBIX;

— npu  HEOOXOAMMOCTHM  YHHUYTOXKEHUS  WiIM  OJOKUpPOBaHWS  4acTH
NEPCOHAJIBHBIX JAaHHBIX YHUUTOXKAETCA WM  OJOKUPYETCs MaTepHUabHbIN
HOCHUTEIb C IpeaBapUTEIbHBIM KOIIMPOBAaHUEM CBEJCHUN, He
MO/UICKAIUX ~ YHUUTOKCHUIO win  OJIOKMPOBAaHHUIO, CIIOCOOOM,
UCKJIIOYAIOIIUM OJIHOBPEMEHHOE KONHMPOBAHHE IEPCOHAIBbHBIX  JAHHbBIX,
HOJUIeKAIINX YHUYTOXKECHHUIO WIIN OJIOKUPOBAHUIO.

YToyHeHHEe NEepCOHATBHBIX NAHHBIX MPU OCYIIECTBICHUH UX 00paboTKU
0e3 HCNONb30BaHUS  CPEACTB  aBTOMATHU3allUd  IPOU3BOAUTCSA nyTeM
OOHOBIIGHUS WJIM W3MEHEHHs JaHHBIX HAa MaTepuajJbHOM HOCUTENE, a €cliu
3TO  He JOMYCKAETCSI TEXHUYECKHMMH  OCOOCHHOCTSMH  MaTe€pUaIbHOIO
HOCUTENISI, MyTeM (UKCAMU Ha TOM K€ MaTepHajJbHOM HOCHUTEJIE CBEICHHIM
O BHOCHMBIX B HHMX M3MEHEHHUSAX JHOO IyTeM H3rOTOBJIEHHS  HOBOTO

MATCPpUAJIBbHOIO HOCHUTCIIA C YTOYHCHHBIMH IICPCOHAJIBHBIMHU AddHHBIMU.
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O06paboTKa MEepPCOHANBHBIX JAHHBIX, OCYIIECTBIsieMas 0€3 MCIOJIb30BAHUS
CpPEICTB aBTOMATH3allUM, JOKHA OCYIIECTBISITRCA TaKUM 00pa3oM, 4yTOOBI B
OTHOIIIEHUH KaXJIOW KaTerOpHH MEePCOHATBHBIX JAaHHBIX MOYKHO ObLIO ONpEIeIuTh
MeCcTa XpaHEHHUs TMEepPCOHAIBHBIX JAHHBIX (MaTEepUANIbHBIX HOCUTENEH) U
YCTAaHOBUTH TMEPEUYECHB JINII, OCYIIECTBISIOMMNX 00PA0OTKY MEPCOHATBHBIX JTAHHBIX
00 UMEIOIINUX K HUM JOCTYIL.

[Ipu xpaHeHun MaTepHAIBHBIX HOCUTENICH JOJKHBI COOIOIATHCS YCIOBHS,
o0ecrneurBalOIMNe COXPAHHOCTh TNEPCOHANBHBIX JAHHBIX W  HUCKIIOYAIOIINE
HECAHKIIMOHUPOBAHHBI K HUM JOCTYI. XpaHEHUE IMEePCOHAIBHBIX JAaHHBIX
(MaTepuaTbHBIX HOCUTENECH), 00paboTKa KOTOPBIX OCYIIECTBIISIETCS B Pa3TMUYHBIX

OeJIX J0JIDKHO OBITH Pas3acCiIbHBIM.
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15 Oxupaemsbiii 3¢ dekr ot peanusauuu [onoxenns

Peanuzamus I[onoxenus 6e3onacuoctu I1/{n 8 UCII/{H no3Bonur:

* oueHuTh coctosgHue Oe3zonacHoctd uHGopmauuu MCIIJIH, BBIABUTH
UCTOYHUKH BHYTPEHHHUX M BHEIIHUX YIpo3 MH(GOPMAIIMOHHON 0€30MacHOCTH,
ONpEJIEIUTh MPUOPUTETHBIE HANPABICHUS MPEIOTBPAIICHUS, OTPAXKECHUS U
HEUTpaNU3alu 3TUX YIpo3;

*  pa3paboTraTh pacnopsauTeIbHbIE U HOPMATUBHO-METOAMYECKUE JTOKYMEHTHI
npumenurenbHo kK UCIT/IH;

*  mpoBecTH kinaccudukanuio u cepruduxanuo UCIIH;

° MPOBECTU OPTaHHU3AIIUOHHO-PCKUMHBIC W TCXHUYCCKHC MCPOIPUATUSA 110

ob6ecnieuenuto 6e3omacHoctu [11n B UCII/IH;
*  o0ecnednTh HEOOXOAMMBIN YPOBEHD 0€30ITaCHOCTH OOBEKTOB 3aIUTHI;

*  pa3paboTaTh METOAMYECKHE JOKYMEHTHI 10 pa3MEIICHHI0, 000PYI0BAHUIO U
OXpaH€ IMOMELIECHUW, TA€ XpaHATCS IEPCOHAJbHBIE JAaHHBIE, N0 XPAaHEHUIO
NEPCOHATBHBIX JAaHHBIX Ha OyMaXXHBIX HOCUTEISX U TMOPSIAKY pabOThI
UCTIOJIHUTENEH C TEepCOHATbHBIMU JIaHHBIMH Ha OyMaXHBIX HOCHUTEISAX
uH()OpMAaIIHH.

Ocy1ecTBieHNE ITUX MEPOTIPUIATUN 0OECTICUUT CO3/IaHNE €IUHOM,

[IEJTOCTHON M CKOOPAMHUPOBAHHOW CHUCTEMbI MHGOPMAIIMOHHON 0€30MacHOCTH U

CO31acCT yCJIOBHUA HJIA €€ I[EU'IBHGIZHIGFO COBCPIICHCTBOBAHMA.
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16 CHnHCOK MCIOJIb30BAHHBIX HCTOYHUKOB

OcHOBHBIMH HOPMATHUBHO-NPABOBBIMU U METOAUYeCKUMH
AOKYMEHTaMH, HA KOTOPbIX 0a3upyercs HacTosimee [looxxenne ABISIIOTCA:

®enepanbablii 3akoH oT 27.07.2006 r. Ne 152-03 «O mnepcoHanbHBIX
naHHbix» (manee — D3 «O mnNEepcOHAIBHBIX JaHHBIX»), YCTaHABIUBAIOIIUN
OCHOBHBIC TPUHIMIBLI U YyciaoBus oOpabotku I[I/IH, mpaBa, 00s3aHHOCTH H
OTBETCTBEHHOCTh YUYaCTHUKOB OTHOIICHUM, CBSI3aHHBIX ¢ 00paboTkoit [1/]H.

«TpebGoBanusi K 3alIuTe MEPCOHAIBHBIX JIAHHBIX MPU HUX 00paboOTKe B
WHOOPMAIIMOHHBIX ~ CHUCTEMax  NEPCOHAIBHBIX  JIAHHBIX»,  YTBEPXKICHBI
ITocranoBnenuem IlpaBurensctBa PO ot 01.11.2012 1. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTSIX OOpPaOOTKH MNEPCOHANBHBIX JaHHBIX,
OCYIIECTBIISIEMO 0€3 HCIIONIB30BaHUS CPEACTB aBTOMATH3ALUNY, YTBEPKICHHOE
[ToctanoBnenuem IIpaButensctBa PO ot 15.09.2008 r. Ne 687.

[ToctanoBnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «OO6
YTBEP)KJECHUU TIEPEYHs Mep, HAIMpaBICHHBIX Ha OOECleYeHHe BBITTOJIHEHUS
o0s3aHHOCTEH, IperycMoTpeHHbIX D3 «O mepcoHaIbHBIX JAHHBIX» U MPUHSITHIMH
B COOTBETCTBUM C HUM HOPMATHBHBIMU IIPAaBOBBIMM aKTaMH, OIEpPaTOPaMH,
SBJISIIOLLMMHUCS TOCYJaPCTBEHHBIMU WM MYHULIUIIAIBHBIMA OpraHaMm.

«TpeboBanus K  MarepuajbHbIM HOCUTENSIM OMOMETPUYECKUX
MEPCOHAIBHBIX JAaHHBIX M TEXHOJOTHSIM XPAHEHUS TaKUX JIaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHCTEM  TEPCOHANBHBIX  JAaHHBIX»,  yTBEPXKICHHBIC
[TocranoBnennem I[IpasurensctBa PO oT 06.07.2008 r. No 512.

HopmaTtuBHo-MeTonuueckue JokyMeHThl DenepanbHoi  cinyXObl 1O
TEXHUYECKOMY M SKCHepTHOMY KOHTpoito Poccuiickoit ®denepaunu (ganee -
OCTOK Poccun) mo obecneuenuto Oe3onmacHoctr II[IH mpu mx oOpaboTke B

WUCTI/Tx:
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bazoBas Mojmenb yrpo3 O€30MACHOCTHM MNEPCOHANBHBIX JAaHHBIX MpPU HX
00paboTke B HMH()POPMALMOHHBIX CUCTEMAaxX IEPCOHAIBHBIX JAHHBIX, YTB. 3aMm.
nupexkropa @PCTOK Poccun 15.02.08 r.

Metonuka omeHkH yrpo3 Oe3omacHOCTH WHGOpPMAIUHU, YTBEpKICHHAS
OCTIK Poccun 5 despans 2021 roaa.

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 deBpans 2013 rona «O06 yTBEepkIeHUN
CocraBa u cojep:KaHHsl OPraHU3aLMOHHBIX U TEXHUUYECKUX MEp MO 00eCrneueHuIo
0e30MacHOCTH TNEPCOHAIBHBIX JAHHBIX MPU HX 00paboTke B MHGOPMAIIMOHHBIX
CHUCTEMAaX MEPCOHATBHBIX JTaHHBIX».

[Tpuka3z denepanbHoii ciyx0b1 6e3onacHocTi Poccuiickoit denepanuu oT
10 wmons 2014 1. N 378 «O06 yrBepxkaenuu CocTaBa € COACPKAHUS
OpraHM3allMOHHBIX M TEXHUYECKUX Mep MO oOecnedyeHuo Oe30MacHOCTH
HNEPCOHANBHBIX JAHHBIX IpU HUX 00paboTKke B HMHPOPMAIMOHHBIX CHCTEMax
IEPCOHANIBHBIX JJAHHBIX C MCIIOJIb30BAHUEM CPEJCTB KpUITOrpapUUECKOM 3alUuThl
UH(pOpMaI, HEOOXOIUMBIX IS BBIIOJHEHUS yCTaHOBIEHHBIX [IpaBuTenscTBOM
Poccuiickoit ®enepanuu TpeOOBaHUNM K 3alUTE IMEPCOHANTBHBIX JaHHBIX IS

KaXXJIOTO U3 YPOBHEH 3alTUIIIEHHOCTH.



	Содержание
	Определения
	Обозначения и сокращения
	Введение
	1 Общие положения
	2 Задачи СЗПДн
	3 Объекты защиты
	Перечень информационных систем
	Перечень объектов защиты

	4 Классификация пользователей ИСПДн
	5 Основные принципы построения системы комплексной защиты информации
	Законность
	Системность
	Комплексность
	Непрерывность защиты ПДн
	Своевременность
	Преемственность и совершенствование
	Персональная ответственность
	Принцип минимизации полномочий
	Взаимодействие и сотрудничество
	Гибкость системы защиты ПДн
	Открытость алгоритмов и механизмов защиты
	Простота применения средств защиты
	Научная обоснованность и техническая реализуемость
	Специализация и профессионализм
	Обязательность контроля

	6 Меры, методы и средства обеспечения требуемого уровня защищенности
	Законодательные (правовые) меры защиты
	Морально-этические меры защиты
	Организационные (административные) меры защиты
	Физические меры защиты
	Аппаратно-программные средства защиты ПДн

	7 Контроль эффективности СЗПДн
	8 Сферы ответственности за безопасность ПДн
	9 Модель нарушителя безопасности
	10 Модель угроз безопасности
	11 Механизм реализации Положения
	12 Порядок работы с персональными данными сотрудников
	13 Порядок работы с персональными данными контрагентов и клиентов
	14 Особенности обработки персональных данных без  использования средств  автоматизации
	15 Ожидаемый эффект от реализации Положения
	16 Список использованных источников

